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Phone Number:  (215)-697-9307 

   Email: john.swseeney54.civ@us.navy.mil 

 

  

4.3 The Contractor authorizes the Ombudsman to disclose to other parties or to nonparties any 

information submitted to the Ombudsman that, in the judgment of the Ombudsman, must be disclosed 

within Government channels to the extent deemed necessary by the Ombudsman to facilitate 

understanding of the issue or issues. The Contractor also authorizes the Ombudsman to disclose to 

other parties or to nonparties any information submitted to the Ombudsman that, in the judgment of 

the Ombudsman, must be disclosed to prevent or investigate fraud, waste, abuse, criminal activity or 

imminent physical harm.  

  

4.4 In accordance with FAR 16.505(a)(10)(i)(B) protests of Delivery Orders (DO) valued in 

excess of $25 Million may only be filed in accordance with the procedures at FAR 33.104. Any 

contact with the Ombudsman does not extend any of the timeliness for filing a protest with the GAO.  

 

 

 

 

 

 

 

 

 

 

Section I - Contract Clauses  

 

CLAUSES INCORPORATED BY REFERENCE 

 

 

52.202-1  Definitions  JUN 2020    

52.203-3  Gratuities  APR 1984    

52.203-5  Covenant Against Contingent Fees  MAY 2014    

52.203-6  Restrictions On Subcontractor Sales To The Government  JUN 2020    

52.203-7  Anti-Kickback Procedures  JUN 2020    

52.203-8  Cancellation, Rescission, and Recovery of Funds for Illegal or 

Improper Activity  

MAY 2014    

52.203-10  Price Or Fee Adjustment For Illegal Or Improper Activity  MAY 2014    

52.203-12  Limitation On Payments To Influence Certain Federal 

Transactions  

JUN 2020    

52.203-13  Contractor Code of Business Ethics and Conduct  DEC 2021    

52.203-17  Contractor Employee Whistleblower Rights and Requirement 

To Inform Employees of Whistleblower Rights  

JUN 2020    

52.204-4  Printed or Copied Double-Sided on Postconsumer Fiber 

Content Paper  

MAY 2011    

52.204-10  Reporting Executive Compensation and First-Tier 

Subcontract Awards  

JUN 2020    

52.204-13  System for Award Management Maintenance  OCT 2018    

52.204-18  Commercial and Government Entity Code Maintenance  AUG 2020    

52.204-21  Basic Safeguarding of Covered Contractor Information 

Systems  

DEC 2021    

mailto:john.swseeney54.civ@us.navy.mil
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52.204-23  Prohibition on Contracting for Hardware, Software, and 

Services Developed or Provided by Kaspersky Lab and Other 

Covered Entities  

DEC 2021    

52.204-25  Prohibition on Contracting for Certain Telecommunications 

and Video Surveillance Services or Equipment  

DEC 2021    

52.209-6  Protecting the Government's Interest When Subcontracting 

With Contractors Debarred, Suspended, or Proposed for 

Debarment  

DEC 2021    

52.209-9  Updates of Publicly Available Information Regarding 

Responsibility Matters  

OCT 2018    

52.209-10  Prohibition on Contracting With Inverted Domestic 

Corporations  

NOV 2015    

52.210-1  Market Research  DEC 2021    

52.211-5  Material Requirements  AUG 2000    

52.211-15  Defense Priority And Allocation Requirements  APR 2008    

52.215-2  Audit and Records--Negotiation  JUN 2020    

52.215-8  Order of Precedence--Uniform Contract Format  OCT 1997    

52.215-10  Price Reduction for Defective Certified Cost or Pricing Data  AUG 2011    

52.215-12 (Dev)  Subcontractor Certified Cost or Pricing Data (DEVIATION 

2022-O0001)  

OCT 2021    

52.215-14  Integrity of Unit Prices  DEC 2021    

52.215-15  Pension Adjustments and Asset Reversions  OCT 2010    

52.215-18  Reversion or Adjustment of Plans for Postretirement Benefits 

(PRB) Other than Pensions  

JUL 2005    

52.215-23 Limitations on Pass Through Charges JUN 2020  

52.219-8  Utilization of Small Business Concerns  OCT 2022    

52.219-9 Small Business Subcontracting Plan  OCT 2022  

52.219-16   Liquidated Damages-Subcontracting Plan  SEP 2021    

52.222-3  Convict Labor  JUN 2003    

52.222-19  Child Labor -- Cooperation with Authorities and Remedies  JAN 2022    

52.222-20  Contracts for Materials, Supplies, Articles, and Equipment  JUN 2020    

52.222-21  Prohibition Of Segregated Facilities  APR 2015    

52.222-26  Equal Opportunity  SEP 2016    

52.222-35  Equal Opportunity for Veterans  JUN 2020    

52.222-36  Equal Opportunity for Workers with Disabilities  JUN 2020    

52.222-37  Employment Reports on Veterans  JUN 2020    

52.222-40  Notification of Employee Rights Under the National Labor 

Relations Act  

DEC 2010    

52.222-50  Combating Trafficking in Persons  DEC 2021    

52.222-54  Employment Eligibility Verification  MAY 2022    

52.223-6  Drug-Free Workplace  MAY 2001    

52.223-18  Encouraging Contractor Policies To Ban Text Messaging 

While Driving  

JUN 2020    

52.225-13  Restrictions on Certain Foreign Purchases  DEC 2021    

52.227-1  Authorization and Consent  JUN 2020    

52.227-2  Notice And Assistance Regarding Patent And Copyright 

Infringement  

JUN 2020    

52.229-3  Federal, State And Local Taxes  FEB 2013    

52.229-12  Tax on Certain Foreign Procurements  FEB 2021    

52.232-1  Payments  APR 1984    

52.232-8  Discounts For Prompt Payment  FEB 2002    

52.232-11  Extras  APR 1984    

52.232-16  Progress Payments  DEC 2021    
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52.232-17  Interest  MAY 2014    

52.232-18  Availability Of Funds  APR 1984    

52.232-23  Assignment Of Claims  MAY 2014    

52.232-33  Payment by Electronic Funds Transfer--System for Award 

Management  

OCT 2018    

52.232-39  Unenforceability of Unauthorized Obligations  JUN 2013    

52.232-40  Providing Accelerated Payments to Small Business 

Subcontractors  

DEC 2021    

52.233-1  Disputes  MAY 2014    

52.233-3  Protest After Award  AUG 1996    

52.233-4  Applicable Law for Breach of Contract Claim  OCT 2004    

52.242-5  Payments to Small Business Subcontractors  JAN 2017    

52.242-13  Bankruptcy  JUL 1995    

52.243-1  Changes--Fixed Price  AUG 1987    

52.245-1  Government Property  SEP 2021    

52.245-9  Use And Charges  APR 2012    

52.246-23  Limitation Of Liability  FEB 1997    

52.246-24  Limitation Of Liability--High-Value Items  FEB 1997    

52.247-1  Commercial Bill Of Lading Notations  FEB 2006    

52.247-1  Commercial Bill Of Lading Notations  FEB 2006    

52.247-61  F.O.B. Origin--Minimum Size Of Shipments  APR 1984    

52.247-61  F.O.B. Origin--Minimum Size Of Shipments  APR 1984    

52.248-1  Value Engineering  JUN 2020    

52.249-2  Termination For Convenience Of The Government (Fixed-

Price)  

APR 2012    

52.249-8  Default (Fixed-Price Supply & Service)  APR 1984    

252.203-7000  Requirements Relating to Compensation of Former DoD 

Officials  

SEP 2011    

252.203-7001  Prohibition On Persons Convicted of Fraud or Other Defense-

Contract-Related Felonies  

DEC 2008    

252.203-7002  Requirement to Inform Employees of Whistleblower Rights  SEP 2013    

252.203-7003  Agency Office of the Inspector General  AUG 2019    

252.203-7004  Display of Hotline Posters  AUG 2019    

252.204-7000  Disclosure Of Information  OCT 2016    

252.204-7002  Payment For Contract Line or Subline Items Not Separately 

Priced  

APR 2020    

252.204-7003  Control Of Government Personnel Work Product  APR 1992    

252.204-7012  Safeguarding Covered Defense Information and Cyber 

Incident Reporting  

DEC 2019    

252.204-7015  Notice of Authorized Disclosure of Information for Litigation 

Support  

MAY 2016    

252.204-7018  Prohibition on the Acquisition of Covered Defense 

Telecommunications Equipment or Services  

JAN 2021    

252.204-7019  Notice of NIST SP 800-171 DoD Assessment Requirements  MAR 2022    

252.205-7000  Provision Of Information To Cooperative Agreement Holders  DEC 1991    

252.211-7003 Item Unique Identification and Valuation  MAR 2022  

252.209-7004  Subcontracting With Firms That Are Owned or Controlled By 

The Government of a Country that is a State Sponsor of 

Terrorism  

MAY 2019    

252.211-7007  Reporting of Government-Furnished Property  MAR 2022    

252.215-7002  Cost Estimating System Requirements  DEC 2012    

252.215-7008  Only One Offer  JUL 2019    

252.222-7006  Restrictions on the Use of Mandatory Arbitration Agreements  DEC 2010    
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252.223-7004  Drug Free Work Force  SEP 1988    

252.223-7008  Prohibition of Hexavalent Chromium  JUN 2013    

252.225-7001  Buy American And Balance Of Payments Program-- Basic  JUN 2022    

252.225-7002  Qualifying Country Sources As Subcontractors  MAR 2022    

252.225-7007  Prohibition on Acquisition of Certain Items from Communist 

Chinese Military Companies  

DEC 2018    

252.225-7009  Restriction on Acquisition of Certain Articles Containing 

Specialty Metals  

DEC 2019    

252.225-7012  Preference For Certain Domestic Commodities  APR 2022    

252.225-7016  Restriction On Acquisition Of Ball and Roller Bearings  JUN 2011    

252.225-7025  Restriction on Acquisition of Forgings  DEC 2009    

252.225-7048  Export-Controlled Items  JUN 2013    

252.225-7052  Restriction on the Acquisition of Certain Magnets, Tantalum, 

and Tungsten.  

AUG 2022    

252.225-7055 Representation Regarding Business Operations with the 

Maduro Regime 

MAY 2022  

252.225-7056 Prohibition Regarding Business Operations with the Maduro 

Regime 

MAY 2022  

252.225-7057 Preaward Disclosure of Employment of Individuals Who 

Work in the People’s Republic of China 

AUG 2022  

252.225-7058 Postaward Disclosure of Employment of Individuals Who 

Work in the People’s Republic of China 

AUG 2022  

252.226-7001  Utilization of Indian Organizations and Indian-Owned 

Economic Enterprises, and Native Hawaiian Small Business 

Concerns  

APR 2019    

252.227-7013  Rights in Technical Data--Noncommercial Items  FEB 2014    

252.227-7016  Rights in Bid or Proposal Information  JAN 2011    

252.227-7028  Technical Data or Computer Software Previously Delivered 

to the Government  

JUN 1995    

252.227-7030  Technical Data--Withholding Of Payment  MAR 2000    

252.227-7037  Validation of Restrictive Markings on Technical Data  APR 2022   

252.232-7003  Electronic Submission of Payment Requests and Receiving 

Reports  

DEC 2018    

252.232-7004 (Dev)  DoD Progress Payment Rates (DEVIATION 2020-O0010)  MAR 2020    

252.232-7010  Levies on Contract Payments  DEC 2006    

252.232-7017  Accelerating Payments to Small Business Subcontractors--

Prohibition on Fees and Consideration  

APR 2020    

252.242-7006  Accounting System Administration  FEB 2012    

252.243-7001  Pricing Of Contract Modifications  DEC 1991    

252.243-7002  Requests for Equitable Adjustment  DEC 2012    

252.245-7001  Tagging, Labeling, and Marking of Government-Furnished 

Property  

APR 2012    

252.245-7002  Reporting Loss of Government Property  JAN 2021    

252.245-7003  Contractor Property Management System Administration  APR 2012    

252.245-7004  Reporting, Reutilization, and Disposal  DEC 2017    

252.246-7001  Warranty Of Data  MAR 2014    

252.246-7003  Notification of Potential Safety Issues  JUN 2013    

252.247-7023  Transportation of Supplies by Sea  FEB 2019    
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CLAUSES INCORPORATED BY FULL TEXT 

 

 

52.216-18  ORDERING (AUG 2020) 

      (a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery 

orders or task orders by the individuals or activities designated in the Schedule. Such orders may be issued from the 

date of award through five years after date of award, or until the maximum contract value is met. 

      (b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of 

conflict between a delivery order or task order and this contract, the contract shall control. 

      (c) A delivery order or task order is considered "issued" when— 

           (1) If sent by mail (includes transmittal by U.S. mail or private delivery service), the Government deposits 

the order in the mail; 

           (2) If sent by fax, the Government transmits the order to the Contractor's fax number; or 

           (3) If sent electronically, the Government either— 

                (i) Posts a copy of the delivery order or task order to a Government document access system, and notice 

is sent to the Contractor; or 

                (ii) Distributes the delivery order or task order via email to the Contractor's email address. 

      (d) Orders may be issued by methods other than those enumerated in this clause only if authorized in the 

contract. 

(End of clause) 

 

52.216-19 ORDER LIMITATIONS (OCT 1995) 

      (a) Minimum order. When the Government requires supplies or services covered by this contract in an 

amount of less than __1 Each___________, the Government is not obligated to purchase, nor is 

the Contractor obligated to furnish, those supplies or services under the contract. 

      (b) Maximum order. The Contractor is not obligated to honor- 

           (1) Any order for a single item in excess of __the contract maximum value;___________  

           (2) Any order for a combination of items in excess of __the contract maximum value;____ or 

           (3) A series of orders from the same ordering office within __365___________ days that together call for 

quantities exceeding the limitation in paragraph (b)(1) or (2) of this section. 
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      (c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the 

Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from 

the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section. 

      (d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding the 

maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office 

within _10____ days after issuance, with written notice stating the Contractor’s intent not to ship the item (or items) 

called for and the reasons. Upon receiving this notice, the Government may acquire the supplies or services from 

another source. 

(End of clause) 

 

52.216-22 INDEFINITE QUANTITY (OCT 1995) 

      (a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period 

stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only and are 

not purchased by this contract. 

      (b) Delivery or performance shall be made only as authorized by orders issued in accordance with the 

Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or services 

specified in the Schedule up to and including the quantity designated in the Schedule as the "maximum." The 

Government shall order at least the quantity of supplies or services designated in the Schedule as the "minimum." 

      (c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no 

limit on the number of orders that may be issued. The Government may issue orders requiring delivery to multiple 

destinations or performance at multiple locations. 

      (d) Any order issued during the effective period of this contract and not completed within that period shall be 

completed by the Contractor within the time specified in the order. The contract shall govern the Contractor’s and 

Government’s rights and obligations with respect to that order to the same extent as if the order were completed 

during the contract’s effective period; provided, that the Contractor shall not be required to make any deliveries 

under this contract after _______900 days________ . 

(End of clause) 

 

 

52.223-11       OZONE-DEPLETING SUBSTANCES AND HIGH GLOBAL WARMING POTENTIAL 

HYDROFLUOROCARBONS (JUN 2016) 

 

     

(a) Definitions. As used in this clause-- 

     

Global warming potential means how much a given mass of a chemical contributes to global warming over a given 

time period compared to the same mass of carbon dioxide. Carbon dioxide's global warming potential is defined as 

1.0. 

     

High global warming potential hydrofluorocarbons means any hydrofluorocarbons in a particular end use for which 

EPA's Significant New Alternatives Policy (SNAP) program has identified other acceptable alternatives that have 

https://www.acquisition.gov/far/52.216-21#FAR_52_216_21
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lower global warming potential. The SNAP list of alternatives is found at 40 CFR part 82, subpart G, with 

supplemental tables of alternatives available at (http://www.epa.gov/snap/). 

     

Hydrofluorocarbons means compounds that only contain hydrogen, fluorine, and carbon. 

     

Ozone-depleting substance means any substance the Environmental Protection Agency designates in 40 CFR part 82 

as-- 

     

(1) Class I, including, but not limited to, chlorofluorocarbons, halons, carbon tetrachloride, and methyl chloroform; 

or 

     

(2) Class II, including, but not limited to, hydrochlorofluorocarbons. 

     

(b) The Contractor shall label products that contain or are manufactured with ozone-depleting substances in the 

manner and to the extent required by 42 U.S.C. 7671j (b), (c), (d), and (e) and 40 CFR part 82, subpart E, as follows: 

    Warning: Contains (or manufactured with, if applicable)  

*_______, a substance(s) which harm(s) public health and environment by destroying ozone in the upper 

atmosphere. 

    * The Contractor shall insert the name of the substance(s). 

     

(c) Reporting. For equipment and appliances that normally each contain 50 or more pounds of hydrofluorocarbons 

or refrigerant blends containing hydrofluorocarbons, the Contractor shall-- 

     

(1) Track on an annual basis, between October 1 and September 30, the amount in pounds of hydrofluorocarbons or 

refrigerant blends containing hydrofluorocarbons contained in the equipment and appliances delivered to the 

Government under this contract by-- 

     

(i) Type of hydrofluorocarbon (e.g., HFC-134a, HFC-125, R-410A, R-404A, etc.); 

     

(ii) Contract number; and 

     

(iii) Equipment/appliance; 

     

(2) Report that information to the Contracting Officer for FY16 and to www.sam.gov, for FY17 and after-- 

     

(i) Annually by November 30 of each year during contract performance; and 

     

(ii) At the end of contract performance. 

     

(d) The Contractor shall refer to EPA's SNAP program (available at http://www.epa.gov/snap) to identify 

alternatives. The SNAP list of alternatives is found at 40 CFR part 82, subpart G, with supplemental tables available 

at http://www.epa.gov/snap. 

     

                                                 (End of clause) 

 

 

 

 

52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998)  

 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 

full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 

be accessed electronically at this/these address(es): 

http://www.epa.gov/snap/
http://www.sam.gov/
http://www.epa.gov/snap
http://www.epa.gov/snap
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FAR Clauses: https://www.acquisition.gov/browse/index/far/ 

DFARS Clauses: http://www.acq.osd.mil/dpap/dars/dfarspgi/current/ 

 

(End of clause) 

 

 

 

52.252-6     AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020) 

 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an 

authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause. 

 

(b) The use in this solicitation or contract of any DFARS (48 CFR Chapter 2) clause with an authorized deviation is 

indicated by the addition of "(DEVIATION)" after the name of the regulation. 

 

(End of clause) 

 

 

 

252.204-7020  NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (MAR 2022) 

 

(a) Definitions. 

     

Basic Assessment means a contractor's self-assessment of the contractor's implementation of NIST SP 800-171 that- 

     

(1) Is based on the Contractor's review of their system security plan(s) associated with covered contractor 

information system(s); 

     

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology; and 

    

(3) Results in a confidence level of "Low" in the resulting score, because it is a self-generated score. 

     

Covered contractor information system has the meaning given in the clause 252.204-7012, Safeguarding Covered 

Defense Information and Cyber Incident Reporting, of this contract. 

     

High Assessment means an assessment that is conducted by Government personnel using NIST SP 800-171A, 

Assessing Security Requirements for Controlled Unclassified Information that-- 

     

(1) Consists of-- 

     

(i) A review of a contractor's Basic Assessment; 

     

(ii) A thorough document review; 

     

(iii) Verification, examination, and demonstration of a Contractor's system security plan to validate that NIST SP 

800-171 security requirements have been implemented as described in the contractor's system security plan; and 

     

(iv) Discussions with the contractor to obtain additional information or clarification, as needed; and 

     

(2) Results in a confidence level of "High" in the resulting score. 

     

Medium Assessment means an assessment conducted by the Government that-- 
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(1) Consists of-- 

     

(i) A review of a contractor's Basic Assessment; 

     

(ii) A thorough document review; and 

 

(iii) Discussions with the contractor to obtain additional information or clarification, as needed; and 

     

(2) Results in a confidence level of "Medium" in the resulting score. 

     

(b) Applicability. This clause applies to covered contractor information systems that are required to comply with the 

National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, in accordance with 

Defense Federal Acquisition Regulation System (DFARS) clause at 252.204-7012, Safeguarding Covered Defense 

Information and Cyber Incident Reporting, of this contract. 

     

(c) Requirements. The Contractor shall provide access to its facilities, systems, and personnel necessary for the 

Government to conduct a Medium or High NIST SP 800-171 DoD Assessment, as described in NIST SP 800-171 

DoD Assessment Methodology at 

https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-

171.html, if necessary. 

     

(d) Procedures. Summary level scores for all assessments will be posted in the Supplier Performance Risk System 

(SPRS) (https://www.sprs.csd.disa.mil/) to provide DoD Components visibility into the summary level scores of 

strategic assessments. 

     

(1) Basic Assessments. A contractor may submit, via encrypted email, summary level scores of Basic Assessments 

conducted in accordance with the NIST SP 800-171 DoD Assessment Methodology to webptsmh@navy.mil for 

posting to SPRS. 

     

(i) The email shall include the following information: 

     

(A) Version of NIST SP 800-171 against which the assessment was conducted. 

     

(B) Organization conducting the assessment (e.g., Contractor self-assessment). 

     

(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract-- 

     

(1) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) 

addressed by the system security plan; and 

     

(2) A brief description of the system security plan architecture, if more than one plan exists. 

    

(D) Date the assessment was completed. 

     

(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement). 

     

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based 

on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171. 

     

(ii) If multiple system security plans are addressed in the email described at paragraph (b)(1)(i) of this section, the  

Contractor shall use the following format for the report: 

 

https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.sprs.csd.disa.mil/
mailto:webptsmh@navy.mil
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----------------------------------------------------------------------------------------------------------------------------- --------- 

                                                                           Brief 

                                       CAGE codes               description of            Date of              Total        Date score of 

System security plan      supported by this        the plan                      assessment       score          110 will  

                                        plan                            architecture                                                           achieved 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

__________________  _________________  ________________  ____________  ________  _____________ 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

__________________  _________________  ________________  ____________  ________  _____________ 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

__________________  _________________  ________________  ____________  ________  _____________ 

----------------------------------------------------------------------------------------------------------------------------- ---------- 

 

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level 

scores to SPRS for each system security plan assessed: 

     

(i) The standard assessed (e.g., NIST SP 800-171 Rev 1). 

     

(ii) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of 

Defense Activity Address Code (DoDAAC)). 

     

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan. 

     

(iv) A brief description of the system security plan architecture, if more than one system security plan exists. 

     

(v) Date and level of the assessment, i.e., medium or high. 

     

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement). 

     

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) 

based on information gathered from associated plan(s) of action developed in accordance with NIST SP 800-171. 

     

(e) Rebuttals. (1) DoD will provide Medium and High Assessment summary level scores to the Contractor and offer 

the opportunity for rebuttal and adjudication of assessment summary level scores prior to posting the summary level 

scores to SPRS (see SPRS User's Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf). 

     

(2) Upon completion of each assessment, the contractor has 14 business days to provide additional information to 

demonstrate that they meet any security requirements not observed by the assessment team or to rebut the findings 

that may be of question. 

     

(f) Accessibility.  

 

(1) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in 

accordance with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and 

Product Performance Information (PI). 

     

(2) Authorized representatives of the Contractor for which the assessment was conducted may access SPRS to view 

their own summary level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors 

available at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf. 

     

(3) A High NIST SP 800-171 DoD Assessment may result in documentation in addition to that listed in this clause. 

DoD will retain and protect any such documentation as "Controlled Unclassified Information (CUI)" and intended 

for internal DoD use only. The information will be protected against unauthorized use and release, including through 

https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf
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the exercise of applicable exemptions under the Freedom of Information Act (e.g., Exemption 4 covers trade secrets 

and commercial or financial information obtained from a contractor that is privileged or confidential). 

     

(g) Subcontracts.  

 

(1) The Contractor shall insert the substance of this clause, including this paragraph (g), in all subcontracts  

and other contractual instruments, including subcontracts for the acquisition of commercial items (excluding COTS 

items). 

     

(2) The Contractor shall not award a subcontract or other contractual instrument, that is subject to the 

implementation of NIST SP 800-171 security requirements, in accordance with DFARS clause 252.204-7012 of this 

contract, unless the subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-171  

DoD Assessment, as described in 

https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-

171.html, for all covered contractor information systems relevant to its offer that are not part of an information 

technology service or system operated on behalf of the Government. 

     

(3) If a subcontractor does not have summary level scores of a current NIST SP 800-171 DoD Assessment (i.e., not 

more than 3 years old unless a lesser time is specified in the solicitation) posted in SPRS, the subcontractor may 

conduct and submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD Assessment Methodology,  

to webptsmh@navy.mil for posting to SPRS along with the information required by paragraph (d) of this clause. 

 

(End of clause) 

 

 

 

 

252.219-7003 SMALL BUSINESS SUBCONTRACTING PLAN (DOD CONTRACTS)  (DEC 2019) 

 

This clause supplements the Federal Acquisition Regulation 52.219-9, Small Business Subcontracting Plan, clause 

of this contract. 

     

(a) Definition. As used in this clause-- 

     

Summary Subcontract Report (SSR) Coordinator means the individual who is registered in the Electronic 

Subcontracting Reporting System (eSRS) at the Department of Defense level and is responsible for acknowledging 

receipt or rejecting SSRs submitted under an individual subcontracting plan in eSRS for the Department of Defense. 

 

(b) Subcontracts awarded to qualified nonprofit agencies designated by the Committee for Purchase From People 

Who Are Blind or Severely Disabled (41 U.S.C. 8502-8504), may be counted toward the Contractor's small business 

subcontracting goal (section 8025 of Pub. L. 108-87) 

     

(c) A mentor firm, under the Pilot Mentor-Protege Program established under section 831 of Public Law 101-510, as 

amended, may count toward its small disadvantaged business goal, subcontracts awarded to-- 

     

(1) Protege firms which are qualified organizations employing the severely disabled; and 

     

(2) Former protege firms that meet the criteria in section 831(g)(4) of Public Law 101-510. 

     

(d) The master plan is approved by the cognizant contract administration activity for the Contractor. 

     

(e) In those subcontracting plans which specifically identify small businesses, the Contractor shall notify the 

Administrative Contracting Officer of any substitutions of firms that are not small business firms, for the small 

https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
mailto:webptsmh@navy.mil


N0010423DC001 

 

Page 38 of 38 

 

 

 

business firms specifically identified in the subcontracting plan. Notifications shall be in writing and shall occur 

within a reasonable period of time after award of the subcontract. Contractor-specified formats shall be acceptable. 

     

(f)(1) For DoD, the Contractor shall submit reports in eSRS as follows: 

     

(i) The Individual Subcontract Report (ISR) shall be submitted to the contracting officer at the procuring contracting 

office, even when contract administration has been delegated to the Defense Contract Management Agency. 

     

(ii) Submit the consolidated SSR for an individual subcontracting plan to the “Department of Defense.” 

     

(2) For DoD, the authority to acknowledge receipt or reject reports in eSRS is as follows: 

     

(i) The authority to acknowledge receipt or reject the ISR resides with the contracting officer who receives it, as 

described in paragraph (f)(1)(i) of this clause. 

     

(ii) The authority to acknowledge receipt of or reject SSRs submitted under an individual subcontracting plan 

resides with the SSR Coordinator. 

     

(g) Include the clause at Defense Federal Acquisition Regulation Supplement (DFARS) 252.219-7004, Small 

Business Subcontracting Plan (Test Program), in subcontracts with subcontractors that participate in the Test 

Program described in DFARS 219.702-70, if the subcontract is expected to exceed the applicable threshold specified 

in Federal Acquisition Regulation 19.702(a), and to have further subcontracting opportunities. 
 

 

(End of clause) 

 




