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| Description:

Purchase Requisitions

IDC Type:

Not Applicable

Section lll: Contract Clauses

Clauses incorporated by reference

Article Number Reference Text
52.242-15 52.242-15 STOP-WORK ORDER (AUG 1989)
52.202-1 52.202-1 DEFINITIONS (JUN 2020)
52.203-5 52.203-5 COVENANT AGAINST CONTINGENT FEES (MAY 2014)
52.203-7 52.203-7 ANTI-KICKBACK PROCEDURES (JUN 2020)
52.203-17 52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS (NOV 2023)
52.204-12 52.204-12 UNIQUE ENTITY IDENTIFIER MAINTENANCE (OCT 2016)
52.204-13 52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018)
52.204-14 52.204-14 SERVICE CONTRACT REPORTING REQUIREMENTS (OCT 2016)
52.204-18 52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (AUG 2020)
52.204-19 52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND
CERTIFICATIONS (DEC 2014)
52.204-25 52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS
AND VIDEO SURVEILLANCE SERVICES OR EQUIPMENT (NOV 2021)
52.212-4 52.212-4 CONTRACT TERMS AND CONDITIONS—COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES (NOV 2023)
52.226-7 52.226-7 DRUG-FREE WORKPLACE (MAY 2024)
52.232-18 52.232-18 AVAILABILITY OF FUNDS (APR 1984)
52.233-3 52.233-3 PROTEST AFTER AWARD (AUG 1996)
52.233-4 52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004)
52.242-5 52.242-5 PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (JAN 2017)
52.242-13 52.242-13 BANKRUPTCY (JULY 1995)
52.245-1 52.245-1 GOVERNMENT PROPERTY (SEP 2021)
52.245-9 52.245-9 USE AND CHARGES (APR 2012)
3052.223-90 3052.223-90 ACCIDENT AND FIRE REPORTING (DEC 2003)

Clauses incorporated by full text

NOTICE

"System updates may lag policy updates. The System for Award Management (SAM) may continue to require entities to
complete representations based on provisions that are not included in agency solicitations. Examples include 52.222-25,
Affirmative Action Compliance, and paragraph (d) of 52.212-3, 52.223-22, Public Disclosure of Greenhouse Gas
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Emissions and Reduction Goals—Representation, and Offeror Representations and Certifications—Commercial Products
and Commercial Services, including paragraph (t). Additional examples include 52.212-5, Contract Terms and Conditions

Required To Implement Statutes or Executive Orders—Commercial Products and Commercial Services, and 52.213-4,
Terms and Conditions—Simplified Acquisitions (Other Than Commercial Products and Commercial Services).

Contracting officers will not consider the following representations when making award decisions or enforcing
requirements:

. Paragraph (d) and (t) of 52.212-3, Offeror Representations and Certifications—Commercial Products and Commercial
Services

. Paragraphs (b)(33), (b)(34), (€)(1)(ix), and (e)(1)(x) of 52.212-5, Contract Terms and Conditions Required To
Implement Statutes or Executive Orders—Commercial Products and Commercia Services. Additionally, per this
deviation, in paragraph (b)(46), E.O. 14057 does not apply;

. Paragraphs (e)(1)(ii)(1) and (e)(1)(ii)(J) of Alternate Il of 52.212-5, Contract Terms and Conditions Required To
Implement Statutes or Executive Orders—Commercial Products and Commercial Services

. Paragraphs (a)(1)(vii) and (a)(1)(viii) of 52.213-4, Terms and Conditions—Simplified Acquisitions (Other Than
Commercial Products and Commercial Services). Additionaly, per this deviation, in paragraph (b)(1)(xvii), E.O.
14057 does not apply.

Entities are not required to update their entity registration to remove these representations in SAM."

Reference: FAR Class Deviation 25-03 EOs 14148 and 14208

(End of Clause)

ELECTRONIC SUBMISSION OF PAYMENT REQUESTS (FSMS AWARDS)
(a) Definitions. As used in these instructions -

(1) "Payment request" means a bill, voucher, invoice, or request for contract financing payment with associated supporting
documentation. The payment request must: comply with the requirements identified in FAR 32.905(b), "Content of Invoices"
and the applicable Payment clause included in this contract. In addition, discount offerings and small business status if
available shall be stated. If travel was allowable and approved, components in accordance with FAR 31.205-46 shall be
provided.

(b) Except as provided in paragraph (c) of this clause, the contractor shall submit payment requests electronically using the
Invoice Processing Platform (IPP). Information regarding IPP, including IPP Customer Support contact information, is
available at www.ipp.gov or any successor site.

(c) The contractor may submit payment requests using a method other than IPP only when the contracting officer authorizes
alternate procedures in writing in accordance with Coast Guard procedures.

(d) If alternate payment procedures are authorized, the contractor shall include a copy of the contracting officer's written
authorization with each payment request.


http://www.ipp.gov/
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(e) IPP enrollment information is at https://www.uscg.mil/fincen/IPP/.

INVOICE PAYMENT INSTRUCTIONS

The Government will make payment under this contract based on a percentage or stage of completion. The Contractor may
invoice each contract line item (CLIN) as work progresses. The amount invoiced shall be calculated based on those prices
stipulated in the contract Schedule of Supplies/Services as follows:

A CLIN may not be invoiced until the percentage complete reaches 25 percent. Future invoices for that CLIN have no
limitation as to the percentage of completion required before invoicing. (The minimum percentage of completion (25%) to be
reached prior to billing each CLIN may be waived by the Contracting Officer on a case-by-case basis for large dollar CLINS.)

NOTE: 10% OF THE TOTAL CONTRACT PRICE WILL BE WITHHELD UNTIL ALL DELIVERABLES, REQUIRED BY THE
CONTRACT, ARE RECEIVED AND ACCEPTED.

(End of clause)

CONTRACTOR PERFORMANCE ASSESSMENT REPORT (CPAR)

(a) GENERAL: The U.S. Coast Guard Surface Forces Logistic Center (SFLC) will monitor and evaluate the successful
contractors past performance of this contract and prepare a Contractor Performance Assessment Report (CPAR) in
accordance with FAR Part 42.1502. All information contained in this assessment may be used, within the limitations of FAR
42.1502, by the government for future source selections and in accordance with FAR 15.304, when past performance is an
evaluation factor for award.

(b) NOTIFICATION: Upon completion of the contract, the contractor will be notified of the assessment. The contractor will be
allowed 60 days to respond to the SFLC's assessment of its performance entered into CPARS. The contractor's response, if
any, will be made part of the CPAR system.

(c) INFORMATION: Information included in the CPAR may include, but is not limited to, the contractor's record of conforming
to contract requirements and to standards of good workmanship; the contractor's record of forecasting and controlling costs;
the contractor's adherence to contract schedules, including the administrative aspects of performance; the contractor's history
of reasonable and cooperative behavior and commitment to customer satisfaction; the contractor's record of integrity and
business ethics, and generally, the contractor's business-like concern for the interest of the customer.

(d) RELEASE OF DATA: CPARS information is considered business sensitive and will not be released except: (1) to other
Federal procurement activities which request it; (2) when SFLC must release pursuant to a Freedom of Information Act (FOIA)
request; or (3) when prior written consent is requested and obtained from the contractor.

(End of clause)

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (NOV
2021)


https://www.uscg.mil/fincen/IPP/

70Z08025CMECP0016
Page 8 of 40

(a) Definitions. As used in this clause—

Covered contractor information system means an information system that is owned or operated by a contractor that
processes, stores, or transmits Federal contract information.

Federal contract information means information, not intended for public release, that is provided by or generated for
the Government under a contract to develop or deliver a product or service to the Government, but not including information
provided by the Government to the public (such as on public websites) or simple transactional information, such as necessary
to process payments.

Information means any communication or representation of knowledge such as facts, data, or opinions, in any
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on National Security
Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).

Safeguarding means measures or controls that are prescribed to protect information systems.
(b) Safeguarding requirements and procedures.

(1) The Contractor shall apply the following basic safeguarding requirements and procedures to protect covered
contractor information systems. Requirements and procedures for basic safeguarding of covered contractor information
systems shall include, at a minimum, the following security controls:

(i) Limit information system access to authorized users, processes acting on behalf of authorized users, or
devices (including other information systems).

(i) Limit information system access to the types of transactions and functions that authorized users are
permitted to execute.

(iii) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing
access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract Information before disposal or
release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the respective operating
environments to authorized individuals.

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and control and manage
physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information transmitted or received by
organizational information systems) at the external boundaries and key internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are physically or logically
separated from internal networks.

(xii) Identify, report, and correct information and information system flaws in a timely manner.


http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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(xiii) Provide protection from malicious code at appropriate locations within organizational information systems.
(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from external sources as files
are downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific safeguarding requirements
specified by Federal agencies and departments relating to covered contractor information systems generally or other Federal
safeguarding requirements for controlled unclassified information (CUI) as established by Executive Order 13556.

(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in subcontracts
under this contract (including subcontracts for the acquisition of commercial products or commercial services, other than
commercially available off-the-shelf items), in which the subcontractor may have Federal contract information residing in or
transiting through its information system.

(End of clause)

52.212-5:CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS—
COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (JAN 2025)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in
this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial
products and commercial services:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017) (section 743 of
Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor
provisions in subsequent appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab
Covered Entities (Dec 2023) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.
(Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015).

(5) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) (31 U.S.C. 3903 and 10 U.S.C.
3801).

(6) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(7) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Public Laws 108-77 and 108-78 (
19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as
being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to acquisitions
of commercial products and commercial services:

[Contracting Officer check as appropriate.]

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Jun 2020), with Alternate | (Nov 2021) (
41 U.S.C. 4704 and 10 U.S.C. 4655).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) (41 U.S.C. 3509)).


https://www.govinfo.gov/link/uscode/31/3903
https://www.govinfo.gov/link/uscode/10/3801
https://www.govinfo.gov/link/uscode/10/3801
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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X (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (Jun 2010) (Section
1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

__(4) 52.203-17, Contractor Employee Whistleblower Rights (Nov 2023) (41 U.S.C. 4712); this clause does not apply to
contracts of DoD, NASA, the Coast Guard, or applicable elements of the intelligence community—see FAR 3.900(a).

X (5) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Jun 2020) (Pub. L. 109-282) (
31 U.S.C. 6101 note).

___(6) [Reserved].
X (7) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. C).

__(8) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub. L. 111-117,
section 743 of Div. C).

__(9) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. L. 117-328).

_(10) 52.204-28, Federal Acquisition Supply Chain Security Act Orders—Federal Supply Schedules, Governmentwide
Acquisition Contracts, and Multi-Agency Contracts. (Dec 2023) (Pub. L. 115-390, title II).

_ (11
(i) 52.204-30, Federal Acquisition Supply Chain Security Act Orders—Prohibition. (Dec 2023) (Pub. L. 115-390, title II).
__ (i) Alternate | (Dec 2023) of 52.204-30.

X (12) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended,
Proposed for Debarment, or Voluntarily Excluded. (Jan 2025) (31 U.S.C. 6101 note).

X (13) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018) (41 U.S.C. 2313).
__ (14) [Reserved].
__(15) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (Oct 2022) (15 U.S.C. 657a).

__(16) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (Oct 2022) (if the offeror
elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

__(17) [Reserved]

X (18)

(i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).
__(ii) Alternate | (Mar 2020) of 52.219-6.

_ (19

(i) 52.219-7, Notice of Partial Small Business Set-Aside (Nov 2020) (15 U.S.C. 644).
__ (i) Alternate | (Mar 2020) of 52.219-7.

X (20) 52.219-8, Utilization of Small Business Concerns (Jan 2025) (15 U.S.C. 637(d)(2) and (3)).


https://www.govinfo.gov/link/plaw/115/public/390
https://www.govinfo.gov/link/plaw/115/public/390
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title31-section6101&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title41-section2313&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title15-section637a&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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— @

(i) 52.219-9, Small Business Subcontracting Plan (Jan 2025) (15 U.S.C. 637(d)(4)).

__(ii) Alternate | (Nov 2016) of 52.219-9.

___(iii) Alternate 1l (Nov 2016) of 52.219-9.

__(iv) Alternate Il (Jun 2020) of 52.219-9.

___(v) Alternate IV (Jan 2025) of 52.219-9.

— (2?2

(i) 52.219-13, Notice of Set-Aside of Orders (Mar 2020) (15 U.S.C. 644(r)).

__ (i) Alternate | (Mar 2020) of 52.219-13.

X (23) 52.219-14, Limitations on Subcontracting (Oct 2022) (15 U.S.C. 637s).

__(24) 52.219-16, Liquidated Damages—Subcontracting Plan (Sep 2021) (15 U.S.C. 637(d)(4)(E)(i)).
__(25) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (Feb 2024) (15 U.S.C. 657f).
X (26)

(i) 52.219-28, Postaward Small Business Program Rerepresentation (Jan 2025) (15 U.S.C. 632(a)(2)).
__ (i) Alternate | (Mar 2020) of 52.219-28.

__(27) 52.219-29, Notice of Set-Aside for, or Sole-Source Award to, Economically Disadvantaged Women-Owned Small
Business Concerns (Oct 2022) (15 U.S.C. 637(m)).

__(28) 52.219-30, Notice of Set-Aside for, or Sole-Source Award to, Women-Owned Small Business Concerns Eligible Under
the Women-Owned Small Business Program (Oct 2022) (15 U.S.C. 637(m)).

__(29) 52.219-32, Orders Issued Directly Under Small Business Reserves (Mar 2020) (15 U.S.C. 644(r)).
__(30) 52.219-33, Nonmanufacturer Rule (Sep 2021) (15U.S.C. 637(a)(17)).

X (31) 52.222-3, Convict Labor (Jun 2003) (E.O.11755).

_(32) 52.222-19, Child Labor-Cooperation with Authorities and Remedies (Jan 2025) (E.O. 13126).
__(33) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

_(34)

(i) 52.222-26, Equal Opportunity (Sep 2016) (E.0.11246).

__(ii) Alternate | (Feb 1999) of 52.222-26.

X (35)


http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/content/pkg/USCODE-2018-title15/html/USCODE-2018-title15-chap14A-sec644.htm
https://www.govinfo.gov/content/pkg/USCODE-2018-title15/html/USCODE-2018-title15-chap14A-sec637.htm
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(i) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212).

__(ii) Alternate | (Jul 2014) of 52.222-35.

X (36)

(i) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 793).

__ (i) Alternate | (Jul 2014) of 52.222-36.

X (37) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212).

X (38) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496).
X (39)

(i) 52.222-50, Combating Trafficking in Persons (Nov 2021) (22 U.S.C. chapter 78 and E.O. 13627).

__ (i) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

__(40) 52.222-54, Employment Eligibility Verification (Jan 2025) (Executive Order 12989). (Not applicable to the acquisition
of commercially available off-the-shelf items or certain other types of commercial products or commercial services as
prescribed in FAR 22.1803.)

G

(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA—-Designated Items (May 2008) (
42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

__ (i) Alternate | (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available
off-the-shelf items.)

__(42) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (May 2024) (E.O.
13693).

__(43) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (May 2024)
(E.O. 13693).

X (44) 52.223-20, Aerosols (May 2024) (E.O. 13693).
X (45) 52.223-21, Foams (May 2024) (E.O. 13693).

__(46) 52.223-23, Sustainable Products and Services (May 2024) ( E.O. 14057, 7 U.S.C. 8102, 42 U.S.C. 6962, 42 U.S.C.
8259b, and 42 U.S.C. 7671l).

__ (4

(i) 52.224-3 Privacy Training (Jan 2017) (5 U.S.C. 552 a).
__ (i) Alternate | (Jan 2017) of 52.224-3.

X (48)

(i) 52.225-1, Buy American-Supplies (Oct 2022) (41 U.S.C. chapter 83).


http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title38-section4212&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title29-section793&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title38-section4212&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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___(ii) Alternate | (Oct 2022) of 52.225-1.
__(49)

(i) 52.225-3, Buy American-Free Trade Agreements-Israeli Trade Act (NOV 2023) (19 U.S.C. 3301 note, 19 U.S.C. 2112 note,
19 U.S.C. 3805 note, 19 U.S.C. 4001 note, 19 U.S.C. chapter 29 (sections 4501-4732), Public Law 103-182, 108-77, 108-78,
108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43.

___(ii) Alternate | [Reserved].

__ (i) Alternate 1l (Jan 2022) of 52.225-3.

__(iv) Alternate Il (Feb 2024) of 52.225-3.

__(v) Alternate IV (Oct 2022) of 52.225-3.

___(50) 52.225-5, Trade Agreements (NOV 2023) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

_(51) 52.225-13, Restrictions on Certain Foreign Purchases (Feb 2021) (E.O.'s, proclamations, and statutes administered
by the Office of Foreign Assets Control of the Department of the Treasury).

__ (52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 862, as
amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

__(53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

__(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov2007) (42 U.S.C. 5150).
X (55) 52.226-8, Encouraging Contractor Policies to Ban Text Messaging While Driving (May 2024) ( E.O. 13513).
__(56) 52.229-12, Tax on Certain Foreign Procurements (Feb 2021).

__(57) 52.232-29, Terms for Financing of Purchases of Commercial Products and Commercial Services (Nov 2021) (
41 U.S.C. 4505, 10 U.S.C. 3805).

__(58) 52.232-30, Installment Payments for Commercial Products and Commercial Services (Nov 2021) (41 U.S.C. 4505, 10
U.S.C. 3805).

X (59) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management (Oct2018) (31 U.S.C. 3332).

__(60) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (Jul 2013) (
31 U.S.C. 3332).

__(61) 52.232-36, Payment by Third Party (May 2014) (31 U.S.C. 3332).
__(62) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

__(63) 52.240-1, Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by American Security Drone Act-
Covered Foreign Entities (Nov 2024) (Sections 1821-1826, Pub. L. 118-31, 41 U.S.C. 3901 note prec.).

X (64) 52.242-5, Payments to Small Business Subcontractors (Jan 2017) (15 U.S.C. 637(d)(13)).
__(69)

(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) (46 U.S.C. 55305 and


https://www.govinfo.gov/link/uscode/19/3301
https://www.govinfo.gov/link/uscode/19/2112
https://www.govinfo.gov/link/uscode/19/3805
https://www.govinfo.gov/link/uscode/19/4001
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title19-section2501&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title19-section3301&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/link/uscode/10/3805
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/link/uscode/10/3805
https://www.govinfo.gov/link/uscode/10/3805
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title31-section3332&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title5-section552a&num=0&edition=prelim
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title41-section3901&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/content/pkg/USCODE-2019-title46/html/USCODE-2019-title46-subtitleV-partD-chap553-subchapI-sec55305.htm
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10 U.S.C. 2631).
___(ii) Alternate | (Apr 2003) of 52.247-64.
___(iii) Alternate 1l (Nov 2021) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the
Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law or
Executive orders applicable to acquisitions of commercial products and commercial services:

[Contracting Officer check as appropriate.]
(1) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter67).

_(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

_(3)52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year and
Option Contracts) (Aug 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

__(4)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (May 2014) (
29U.S.C.206 and 41 U.S.C. chapter 67).

__(5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).

__(6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services-
Requirements (May 2014) (41 U.S.C. chapter 67).

_(7) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (Jan 2022).
_(8)52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706).

_(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 U.S.C. 1792). (d) Comptroller
General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was
awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date
of award of this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if
this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as defined in FAR
2.101, on the date of award of this contract, and does not contain the clause at 52.215-2, Audit and Records-Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have
access to and right to examine any of the Contractor's directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for
examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in
FAR subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after any resulting final termination
settlement. Records relating to appeals under the disputes clause or to litigation or the settlement of claims arising under or
relating to this contract shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data,
regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that the
Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(€


http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is not
required to flow down any FAR clause, other than those in this paragraph (e)(1), in a subcontract for commercial products or
commercial services. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) (41 U.S.C. 3509).
(i) 52.203-17, Contractor Employee Whistleblower Rights (Nov 2023) (41 U.S.C. 4712).

(iii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017)
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L.
113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing
resolutions)).

(iv) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by
Kaspersky Lab Covered Entities (Dec 2023) (Section 1634 of Pub. L. 115-91).

(v) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or
Equipment. (Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(vi) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. L. 117-
328).

(vii)

(A) 52.204-30, Federal Acquisition Supply Chain Security Act Orders—Prohibition. (Dec 2023) (Pub. L.
115-390, title I1).

(B) Alternate | (Dec 2023) of 52.204-30.

(viii) 52.219-8, Utilization of Small Business Concerns (Jan 2025) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts
that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business concerns)
exceeds the applicable threshold specified in FAR 19.702(a) on the date of subcontract award, the subcontractor
must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(ix) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(x) 52.222-26, Equal Opportunity (Sep 2015) (E.O.11246).

(xi) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C. 4212).

(xii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020) (29 U.S.C. 793).
(xiii) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C. 4212).

(xiv) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496).
Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(xv) 52.222-41, Service Contract Labor Standards (Aug 2018) (41 U.S.C. chapter 67).
(xvi)
(A) 52.222-50, Combating Trafficking in Persons (Nov 2021) (22 U.S.C. chapter 78 and E.O 13627).

(B) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).


http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/link/uscode/41/4712
https://www.govinfo.gov/link/plaw/115/public/390
https://www.govinfo.gov/link/plaw/115/public/390
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title15-section637&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title41-chapter67-front&num=0&edition=prelim
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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(xvii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment-Requirements (May 2014) (41 U.S.C. chapter 67).

(xviii) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain
Services-Requirements (May 2014) (41 U.S.C. chapter 67).

(xix) 52.222-54, Employment Eligibility Verification (Jan 2025) (E.O. 12989).
(xx) 52.222-55, Minimum Wages for Contractor Workers Under Executive Order 14026 (Jan 2022).
(xxi) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706).
(xxii)
(A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a).
(B) Alternate | (Jan 2017) of 52.224-3.

(xxiii) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section
862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V,
Subpart G Note).

(xxiv) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (Jun 2020) (42 U.S.C. 1792). Flow
down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xxv) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) (31 U.S.C. 3903 and
10 U.S.C. 3801). Flow down required in accordance with paragraph (c) of 52.232-40.

(xxvi) 52.240-1, Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by American Security Drone
Act-Covered Foreign Entities (Nov 2024) (Sections 1821-1826, Pub. L. 118-31, 41 U.S.C. 3901 note prec.).

(xxvii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) (46 U.S.C. 55305 and
10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may include in its subcontracts for commercial products and
commercial services a minimal number of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

52.246-20:WARRANTY OF SERVICES (MAY 2001)

(a) Definition. "Acceptance," as used in this clause, means the act of an authorized representative of the Government
by which the Government assumes for itself, or as an agent of another, ownership of existing and identified supplies, or
approves specific services, as partial or complete performance of the contract.

(b) Notwithstanding inspection and acceptance by the Government or any provision concerning the conclusiveness
thereof, the Contractor warrants that all services performed under this contract will, at the time of acceptance, be free from
defects in workmanship and conform to the requirements of this contract. The Contracting Officer shall give written notice of
any defect or nonconformance to the Contractor 120 days after end of Period of Performance (PoP). This notice shall state
either-

(1) That the Contractor shall correct or reperform any defective or nonconforming services; or
(2) That the Government does not require correction or reperformance.

(c) If the Contractor is required to correct or reperform, it shall be at no cost to the Government, and any services


http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
https://www.govinfo.gov/link/uscode/31/3903
https://www.govinfo.gov/link/uscode/10/3801
http://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title41-section3901&num=0&edition=prelim
https://www.govinfo.gov/content/pkg/USCODE-2019-title46/html/USCODE-2019-title46-subtitleV-partD-chap553-subchapI-sec55305.htm
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corrected or reperformed by the Contractor shall be subject to this clause to the same extent as work initially performed. If the
Contractor fails or refuses to correct or reperform, the Contracting Officer may, by contract or otherwise, correct or replace
with similar services and charge to the Contractor the cost occasioned to the Government thereby, or make an equitable
adjustment in the contract price.

(d) If the Government does not require correction or reperformance, the Contracting Officer shall make an equitable
adjustment in the contract price.

(End of clause)

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.
Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed
electronically at this/these address(es):

https://www.acquisition.gov/browse/index/far

(End of clause)

52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an
authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any Homeland Security Acquisition Regulations (48 CFR 30) clause with an
authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of clause)

52.212-4: CONTRACT TERMS AND CONDITIONS ADDENDA—COMMERCIAL PRODUCTS AND COMMERCIAL
SERVICES (DEC 2022)
Addendum to FAR Provision 52.212-4

(c) Changes - ship repair.

(1) The Contracting Officer may, at any time, by written order, and without notice to the sureties, if any, make changes within
the general scope of this contract, in any one or more of the following:

(a) Drawings, designs, or specifications, when the supplies to be furnished are to be specially manufactured for the
Government in accordance with the drawings, designs, or specifications;

(b) Method of shipment or packing;

(c) Place of performance of the work;

(d) Time of commencement or completion of the work; and

(e) Other requirements within the general scope of the contract.

(2) If any such change causes an increase or decrease in the cost of, or the time required for, performance of any part of the
work under this contract, whether changed or not changed by the order, the Contracting Officer shall make an equitable
adjustment in the contract price, the delivery schedule, or both, and shall modify the contract accordingly.

(3) The contractor must submit any proposal for adjustment under this clause within 5 days from the date of receipt of the
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written order. At the Contracting Officer's discretion, the 5-day period may be shortened. However, if the Contracting Officer
decides that the facts justify it, the Contracting Officer may receive and act upon a proposal submitted before final payment of
the contract.

(4) If the contractor's proposal includes the cost of property rendered obsolete or excess by the change, the Contracting
Officer shall have the right to prescribe the manner of the disposition of the property.

(5) Failure to agree to any adjustment shall be a dispute under the Disputes clause. However, nothing in this clause shall
excuse the contractor from proceeding with the contract as changed.

(w) Required Insurance

Prior to start of performance, the Contractor shall, at its own expense, procure and maintain the following kinds of insurance
with respect to performance under the contract. In accordance with HSAR 3052.217-95, Liability and Insurance, and
3052.228-70, Insurance the Contractor shall furnish the Contracting Officer with proof of insurance for the duration of the
contract, including:

(1) Ship Repairer's Liability - $500,000 per occurrence.
(2) Comprehensive General Liability - $500,000 per occurrence.
(3) Full insurance coverage in accordance with the United States' Longshoremen's and Harbor Worker's Act.

(4) Full insurance coverage in accordance with the State's Workmen's Compensation Law (or its equivalent) for all places of
performance under this contract.

The insurance certificate must provide the name of the US Coast Guard vessel and the contract number as specifically
insured.

(x) Schedule of work

(1) Notwithstanding other requirements specified in this contract, the contractor shall provide to the Contracting Officer and
COR the following documents within three (3) working days of the vessel's arrival at the contractor's facility for dry-dock
availabilities and at the arrival conference for dockside availabilities:

a. Production Schedule.

b. Work Package Network.

c. Total Manpower Loading Curve.
d. Trade Manning Curves.

e. Subcontracting List.

(2) The Production Schedule shall list the earliest, latest, and scheduled start and completion date for each work item
awarded and shall identify the critical path. The Work Package Network shall show the work items, milestones, key events,
and activities and shall clearly identify the critical path. The Total Manpower Loading Curve shall show the required manning
for the duration of the contract. The Trade Manning Curves shall show the required manning for each trade for the duration of
the contract. The Subcontracting List shall show work items, milestones, key events, and activities to be accomplished by
subcontractors.

(3) Growth work ordered and agreed upon, whether or not yet formalized via a change order (contract modification), shall be
added to the Production Schedule, Trade Manning Curves, and Subcontracting List and submitted to the Contracting Officer
and COR at each weekly Progress Meeting. Any anticipated or unanticipated deviation (greater than two (2) calendar days)

from the Production Schedule shall be immediately brought to the attention of the Contracting Officer and COR.

(4) Any deviation in the Production Schedule which results in a delay in the completion of work on a vessel past the
established performance period completion date may entitle the Government to remedies for late performance under
subparagraph (f) of this clause titled Excusable delays.

(y) Access to the Vessel
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(1) As authorized by the Contracting Officer, a reasonable number of officers, employees and personnel designated by the
Government, or representatives of other contractors and their subcontractors shall have admission to the facility and access
to the vessel at all reasonable times to perform and fulfill their respective obligations to the Government on a noninterference
basis. The contractor shall make reasonable arrangements to provide access for these personnel to office space, work areas,
storage or shop areas, and other facilities and services reasonable and necessary to perform their duties. All such personnel
shall comply with contractor rules and regulations governing personnel at its shipyard, including those regarding safety and
security.

(2) The contractor further agrees to allow a reasonable number of officers, employees, and designated personnel of
contractors on other contemplated work, the same privileges of admission to the contractor's facility and access to the
vessel(s) on a noninterference basis, subject to contractor rules and regulations governing personnel in its shipyard, including
those regarding safety and security.

(aa) Temporary Services

(1) Temporary services are services incidental to the performance of work, which are required in the schedule or
specifications to be provided by the contractor. Temporary services may include the furnishing of water, electricity, telephone
service, toilet facilities, garbage removal, office space, parking places or similar facilities.

(2) If performance time is extended due to Government-caused delay, the contractor may request an equitable adjustment for
providing temporary services at the rate stated in the Schedule.

(ab) CONTRACTOR COVID-19 PREVENTION AND RESPONSE PLAN

The Contractor shall adhere to CDC, OSHA, state, and local guidance regarding COVID-19 precautions. Additionally, the
Contractor shall prepare a COVID-19 Prevention and Response Plan specific to this contract which details the Contractor's
prevention and response plans and procedures. This document shall be submitted no later than the arrival conference date,
which is usually the first day of the period of performance.

AIR Growth Work

(a) This clause applies to Additional Item Requirements (AIR), also known as growth and emergent work ordered by the
Contracting Officer pursuant to the Changes - Ship Repair clause or mutually agreed upon by the parties. The contractor shall
perform AIR at the labor billing rates designated in the Schedule, as described in paragraph (c) of this clause. The AIR
handling fee designated in the Schedule shall be the sole fee used for direct material purchases and subcontractor handling.
The estimated quantity of labor hours and handling fees represent the Government's best estimate for growth that may be
required throughout the contract performance period. All growth work shall be paid at the prices stated in the Schedule.

(b) The contractor shall take into account the potential for ordering all estimated AIR quantities in developing the Production
Schedule. The ordering of any portion of the AIR quantities does not in itself warrant an extension to the original contract
completion date; however, for planning purposes, the Government anticipates ordering AIR in accordance with the following
schedule:

(1) No more than 75% of the hours during the first half of the contract period of performance.

(2) No more than 50% of the hours during the third quarter of the contract period of performance.

(3) No more than 30% of the hours during the fourth quarter of the contract period of performance.

(c) The AIR labor rate shall be a flat, hourly rate to cover the entire effort and shall be burdened to include:

(2) Direct production labor hour functions only. Direct production labor hours are hours of skilled labor at the journeyman level
expended in direct production. Direct production is defined as work performed by a qualified craftsman that is directly related
to the alteration, modification, or repair of the item or system identified as needing alteration, modification, or repair. The
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following functions are identified as direct production: Abrasive Cleaning/Water Blasting, Tank Cleaning, Welding, Burning,
Brazing, Blacksmithing, Machining (inside and outside), Carpentry, Electrical/Electronic Work, Crane Operation, Shipfitting,
Lagging/Insulating, Painting, Boilermaking, Pipe Fitting, Engineering (Production), Sheetmetal Work, Staging/Scaffolding, and

Rigging.

(2) Non-production labor hours (whether charged directly or indirectly by contractor's accounting system) shall be for labor in
support of production functions. For purposes of this clause, support functions are defined as functions that do not directly
contribute to the alteration, modification, or repair of the item or system identified as needing alteration, modification, or repair.
Necessary support functions should be priced into the burdened rate for production labor hours. Examples of support
functions include: Testing, Quality Assurance (inspection), Engineering (support), Planning (including involvement of craft
foreman/journeyman in planning a task), Estimating (including determination of necessary materials and equipment needed to
perform a task), Material Handling, Set-up (moving tools and equipment from shop to ship to perform a task), Fire Watch,
General Labor (including general support of journeyman tasks), Cleaning (including debris pickup and removal), Surveying,
Security, Transportation, Supervision, and Lofting (sail/pattern making).

(d) Additional Item Requirements do not include replacement work performed pursuant to the Inspection and Manner of Doing
Work or Guarantees clauses.

(e) Itis the Government's intention to award any growth work identified during the repair to the contractor, if a fair and
reasonable price can be negotiated for such work, based upon Schedule rates. If a fair and reasonable price cannot be
negotiated, the Government may, at its discretion, obtain services outside of the contract. Such services may be performed
while the ship is undergoing repair in the contractor's facility pursuant to the Access to Vessels clause.

(f) The contractor shall submit to the Contracting Officer the following information in all AIR proposals:
(1) Number of labor hours estimated; broken down by specific direct production labor category.

(2) Material estimates, individually broken out and priced. When requested by the Contracting Officer, material quotes shall be
provided.

(3) Subcontractor estimates, individually broken out and priced along with the actual subcontractor quotes. The requirement to
submit subcontractor quotes may be waived if deemed appropriate by the Contracting Officer.

(4) Material/subcontractor handling fee and the basis for the fee.

(g) The contractor shall not be entitled to payment for any hours ordered pursuant to this clause until such time as a written
contract modification is executed.

Change Request (CR) — Growth Work

(1) The Contractor shall not perform growth work without the Contracting Officer's authorization. This clause applies
to Change Requests (CR), also known as growth and emergent work ordered by the Contracting Officer pursuant to the
Changes clause. The Contractor shall perform the CR at the labor billing rates designated in the Schedule, as described in
paragraph (2) of this clause. All growth work shall be paid at the prices stated in the Schedule.

(2) The CR composite labor rate is a flat, hourly rate used to price direct production labor hours. Contractors shall provide a
detailed breakdown that fully supports the quoted CR composite labor rate. The CR composite labor rate shall be burdened
to include the cost of direct production labor, all associated indirect costs, and profit/fee as described below:

a. Direct production labor is defined as work that is directly related to the alteration, modification, and repair tasks performed
directly on, or in direct support of, components or systems identified in the CR or elsewhere in the contract. Examples of direct
production labor include the following: abrasive cleaning/water blasting, tank cleaning, welding, burning, brazing,
blacksmithing, machining (inside and outside), carpentry, electrical/electronic work, crane operation, shipfitting,
lagging/insulating, painting, boilermaking, pipe fitting, engineering (production), sheetmetal work, installation and removal of
staging/scaffolding, rigging, material handling (shop to ship and within the worksite in support of labor task), set-up (moving
tools and equipment from shop to ship to perform a task), fire watch, general labor (including general support of journeyman
tasks), cleaning (including debris pickup and removal), and pattern making.
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b. Indirect costs are defined as all non-direct production costs and support functions, defined as functions that do not directly
contribute to the alteration, modification, or repair of the item or system identified. Examples of indirect costs include the
following: planning, estimating, supervision, management, ship superintendent functions, clerical, surveying, security,
transportation, supervision, labor costs, worker-compensation, taxes, inventory control, warehousing, licensing, insurance, all
other support items and functions, fixed asset costs, rentals on items normally owned as fixed assets such as tools and hand
operated power tools, electrical generators and compressors for operating tools (for drydocks), jigs and fixtures fabricated and
used in shop to support production functions, security, contractor facility upkeep and utilities, workman's compensation, taxes,
office supplies, etc.

c. Direct consumables and expendables: supply items, manufactured or procured by the Contractor that are consumed or
expended in conjunction with direct production (e.g. rags, gloves, respirators/masks, etc.)

(3) Detailed pricing for the following shall be priced and itemized separately to include all costs and profit/fee as described
below and shall not be included in the CR composite labor rate:

a. Direct materials: supply items, manufactured or procured by the Contractor, that are installed in conjunction with direct
production, or are otherwise turned over to the Coast Guard (e.g. plate, angle iron, welding rods, paint, pumps, motors, engine
and gearbox oil, engine jacket water, etc.)

b. Direct subcontracted services: direct production service items and procured by the Contractor to support the contract (e.g.
gas-free engineering services, rented crane services, rented temporary air conditioning units and other rented tools not
normally owned as fixed assets, etc.)

(4) CRs do not include replacement work performed pursuant to HSAR 3052.217- 92 Inspection and Manner of Doing Work
clause or HSAR 3052.217-100 Guarantees clause.

(5) Itis the Government's intention to award any growth work identified during the contract performance period to the
contractor, if a fair and reasonable price can be negotiated for such work, based on Schedule rates. If a fair and reasonable
price cannot be negotiated, the Government may, at its discretion obtain services outside of the contract. Such services may
be performed while the ship is undergoing repair in the contractor's facility pursuant to the Access to Vessels clause.

(6) Change Requests shall be transmitted electronically via email. The bullets below display the process of how change
requests are to be followed during the availability:

CR Process will occur in the following order:

a. Condition Found Report (CFR)- Generated by the Contractor and provided to COR

b. Condition Report Reply (CRR)- Generated by the COR and provided to Contractor

c. Change Request- CR and IGE are generated by the COR and forwarded to KO

d. COR provides copy of Change Request to the Contractor.

e. Contractor's Proposal- Provided to the KO for the identified tasking on CR

f. Negotiations- If needed, take place to establish pricing

g. Approved Work Request- Forwarded to Contractor and COR by the KO

h. Modification to Contract- the KS/KO will issue a modification covering all CR's.

(7) The contractor shall submit to the Contracting Officer the following information in all CR quotes:

a. The number of direct production labor hours that will be used to accomplish the tasks specified in the CR.



70Z08025CMECP0016
Page 22 of 40

b. A list of each direct material, direct subcontracted service, and direct consumable and expendable item that will be used to
accomplished the CR, and a corresponding price for each item. The Contracting Officer may request evidence in support of
the offered prices such as material receipts and quotes received from subcontractor.

c. Any proposed changes to the Schedule of Work.

(8) The contractor shall not be entitled to payment for any hours ordered pursuant to this clause until a written contract
modification is executed.

(End of Addendum to FAR Provision 52.212-4)

52.204-24: REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE
SERVICES OR EQUIPMENT (NOV 2021)

The Offeror shall not complete the representation at paragraph (d)(1) of this provision if the Offeror has represented that it
"does not provide covered telecommunications equipment or services as a part of its offered products or services to the
Government in the performance of any contract, subcontract, or other contractual instrument" in paragraph (c)(1) in the
provision at 52.204-26, Covered Telecommunications Equipment or Services—Representation, or in paragraph (v)(2)(i) of the
provision at 52.212-3, Offeror Representations and Certifications-Commercial Products or Commercial Services. The Offeror
shall not complete the representation in paragraph (d)(2) of this provision if the Offeror has represented that it "does not use
covered telecommunications equipment or services, or any equipment, system, or service that uses covered
telecommunications equipment or services" in paragraph (c)(2) of the provision at 52.204-26, or in paragraph (v)(2)(ii) of the
provision at 52.212-3.

(a) Definitions. As used in this provision—

Backhaul, covered telecommunications equipment or services, critical technology, interconnection arrangements, reasonable
inquiry, roaming, and substantial or essential component have the meanings provided in the clause 52.204-25, Prohibition on
Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub.
L. 115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or extending
or renewing a contract to procure or obtain, any equipment, system, or service that uses covered telecommunications

equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.

Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of
a third-party, such as backhaul, roaming, or interconnection arrangements; or

(ii) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user
data or packets that such equipment transmits or otherwise handles.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L. 115-232)
prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract or extending or renewing
a contract with an entity that uses any equipment, system, or service that uses covered telecommunications equipment or
services as a substantial or essential component of any system, or as critical technology as part of any system. This
prohibition applies to the use of covered telecommunications equipment or services, regardless of whether that use is in

performance of work under a Federal contract. Nothing in the prohibition shall be construed to—

(i) Prohibit the head of an executive agency from procuring with an entity to provide a service that connects to the facilities of
a third-party, such as backhaul, roaming, or interconnection arrangements; or
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(i) Cover telecommunications equipment that cannot route or redirect user data traffic or cannot permit visibility into any user
data or packets that such equipment transmits or otherwise handles.

(c) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM)
(https://lwww.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or
services".

(d) Representation. The Offeror represents that—

@y will, will not provide covered telecommunications equipment or services to the Government in the
performance of any contract, subcontract or other contractual instrument resulting from this solicitation. The Offeror shall
provide the additional disclosure information required at paragraph (e)(1) of this section if the Offeror responds "will" in
paragraph (d)(1) of this section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

It does, does not use covered telecommunications equipment or services, or use any equipment,
system, or service that uses covered telecommunications equipment or services. The Offeror shall provide the additional
disclosure information required at paragraph (e)(2) of this section if the Offeror responds "does" in paragraph (d)(2) of this
section.

(e) Disclosures. (1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded "will" in
the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier,
CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM
number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered
(include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or
wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being provided and
explanation of the proposed use of covered telecommunications services and any factors relevant to determining if
such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does" in the
representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information as part of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name, unique entity identifier,
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CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model number, such as OEM
number, manufacturer part number, or wholesaler number; and item description, as applicable); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(i) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications services offered
(include on the item being maintained: Brand; model number, such as OEM number, manufacturer part number, or
wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation of the proposed use
of covered telecommunications services and any factors relevant to determining if such use would be permissible
under the prohibition in paragraph (b)(2) of this provision.

(End of provision)

52.204-26: COVERED TELECOMMUNICATIONS EQUIPMENT OR SERVICES-REPRESENTATION (OCT 2020)

(a) Definitions. As used in this provision, "covered telecommunications equipment or services" and "reasonable inquiry" have
the meaning provided in the clause 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video
Surveillance Services or Equipment.

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM)
(https://lwww.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equipment or
services".

(c) (1) Representation. The Offeror represents that it does, does not provide covered
telecommunications equipment or services as a part of its offered products or services to the Government in the performance
of any contract, subcontract, or other contractual instrument.

(2) After conducting a reasonable inquiry for purposes of this representation, the offeror represents that it does,
does not use covered telecommunications equipment or services, or any equipment, system, or service that uses
covered telecommunications equipment or services.

(End of provision)

15-01a (DEVIATION):SAFEGUARDING OF SENSITIVE INFORMATION (MAR 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter referred to
collectively as "Contractor"). The Contractor shall insert the substance of this clause in all subcontracts.

(b) Definitions. As used in this clause—

"Personally Identifiable Information (PII)" means information that can be used to distinguish or trace an individual's identity,
such as name, social security number, or biometric records, either alone, or when combined with other personal or identifying
information that is linked or linkable to a specific individual, such as date and place of birth, or mother's maiden name. The
definition of PII is not anchored to any single category of information or technology. Rather, it requires a case-by-case
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assessment of the specific risk that an individual can be identified. In performing this assessment, it is important for an agency
to recognize that non-personally identifiable information can become personally identifiable information whenever additional
information is made publicly available—in any medium and from any source—that, combined with other available information,
could be used to identify an individual. Pll is a subset of sensitive information. Examples of Pll include, but are not limited to:
name, date of birth, mailing address, telephone number, Social Security number (SSN), email address, zip code, account
numbers, certificate/license numbers, vehicle identifiers including license plates, uniform resource locators (URLS), static
Internet protocol addresses, biometric identifiers such as fingerprint, voiceprint, iris scan, photographic facial images, or any
other unique identifying number or characteristic, and any information where it is reasonably foreseeable that the information
will be linked with other information to identify the individual. "Sensitive Information" is defined in HSAR clause 3052.204-71,
Contractor Employee Access, as any information, which if lost, misused, disclosed, or, without authorization is accessed, or
modified, could adversely affect the national or homeland security interest, the conduct of Federal programs, or the privacy to
which individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but which has not been
specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept secret in the interest
of national defense, homeland security or foreign policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure Information Act of 2002 (Title 11,
Subtitle B, of the Homeland Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII Procedures Manual, as amended,
and any supplementary guidance officially communicated by an authorized official of the Department of Homeland Security
(including the PCII Program Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 1520, as amended, "Policies
and Procedures of Safeguarding and Control of SSI," as amended, and any supplementary guidance officially communicated
by an authorized official of the Department of Homeland Security (including the Assistant Secretary for the Transportation
Security Administration or his/her designee);

(3) Information designated as "For Official Use Only," which is unclassified information of a sensitive nature and the
unauthorized disclosure of which could adversely impact a person's privacy or welfare, the conduct of Federal programs, or
other programs or operations essential to the national or homeland security interest; and

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or protections in accordance with
subsequently adopted homeland security information handling procedures. "Sensitive Information Incident” is an incident that
includes the known, potential, or suspected exposure, loss of control, compromise, unauthorized disclosure, unauthorized
acquisition, or unauthorized access or attempted access of any Government system, Contractor system, or sensitive
information. "Sensitive Personally Identifiable Information (SPII)" is a subset of Pll, which if lost, compromised or disclosed
without authorization, could result in substantial harm, embarrassment, inconvenience, or unfairness to an individual. Some
forms of Pl are sensitive as stand-alone elements. Examples of such PlIl include: Social Security numbers (SSN), driver's
license or state identification number, Alien Registration Numbers (A-number), financial account number, and biometric
identifiers such as fingerprint, voiceprint, or iris scan. Additional examples include any groupings of information that contain an
individual's name or other unique identifier plus one or more of the following elements:

(1) Truncated SSN (such as last 4 digits)

(2) Date of birth (month, day, and year)

(3) Citizenship or immigration status

(4) Ethnic or religious affiliation
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(5) Sexual orientation

(6) Criminal History

(7) Medical Information

(8) System authentication information such as mother's maiden name, account passwords or personal identification numbers
(PIN) Other PII may be "sensitive" depending on its context, such as a list of employees and their performance ratings or an
unlisted home address or phone number. In contrast, a business card or public telephone directory of agency employees
contains PII but is not sensitive.

(c) Authorities. The Contractor shall follow all current versions of Government policies and guidance accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors, or available upon request from the Contracting Officer,
including but not limited to:

(1) DHS Management Directive 11042.1 Safeguarding Sensitive But Unclassified (for Official Use Only) Information

(2) DHS Sensitive Systems Policy Directive 4300A

(3) DHS 4300A Sensitive Systems Handbook and Attachments

(4) DHS Security Authorization Process Guide

(5) DHS Handbook for Safeguarding Sensitive Personally Identifiable Information

(6) DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Security Program

(7) DHS Information Security Performance Plan (current fiscal year)

(8) DHS Privacy Incident Handling Guidance

(9) Federal Information Processing Standard (FIPS) 140-2 Security Requirements for Cryptographic Modules accessible at
http://csrc.nist.gov/groups/STM/cmvp/standards.html

(10) National Institute of Standards and Technology (NIST) Special Publication 800-53 Security and Privacy Controls for
Federal Information Systems and Organizations accessible at http://csrc.nist.gov/publications/PubsSPs.html

(11) NIST Special Publication 800-88 Guidelines for Media Sanitization accessible at
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http://csrc.nist.gov/publications/PubsSPs.html

(d) Handling of Sensitive Information. Contractor compliance with this clause, as well as the policies and procedures
described below, is required.

(1) Department of Homeland Security (DHS) policies and procedures on Contractor personnel security requirements are set
forth in various Management Directives (MDs), Directives, and Instructions. MD 11042.1, Safeguarding Sensitive But
Unclassified (For Official Use Only) Information describes how Contractors must handle sensitive but unclassified information.
DHS uses the term "FOR OFFICIAL USE ONLY" to identify sensitive but unclassified information that is not otherwise
categorized by statute or regulation. Examples of sensitive information that are categorized by statute or regulation are PCII,
SSI, etc. The DHS Sensitive Systems Policy Directive 4300A and the DHS 4300A Sensitive Systems Handbook provide the
policies and procedures on security for Information Technology (IT) resources. The DHS Handbook for Safeguarding
Sensitive Personally Identifiable Information provides guidelines to help safeguard SPII in both paper and electronic form.
DHS Instruction Handbook 121-01-007 Department of Homeland Security Personnel Suitability and Security Program
establishes procedures, program responsibilities, minimum standards, and reporting protocols for the DHS Personnel
Suitability and Security Program.

(2) The Contractor shall not use or redistribute any sensitive information processed, stored, and/or transmitted by the
Contractor except as specified in the contract.

(3) All Contractor employees with access to sensitive information shall execute DHS Form 11000-6, Department of Homeland
Security Non-Disclosure Agreement (NDA), as a condition of access to such information. The Contractor shall maintain signed
copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of the signed NDA to the
Contracting Officer's Representative (COR) no later than two (2) days after execution of the form.

(4) The Contractor's invoicing, billing, and other recordkeeping systems maintained to support financial or other administrative
functions shall not maintain SPII. It is acceptable to maintain in these systems the names, titles and contact information for the
COR or other Government personnel associated with the administration of the contract, as needed.

(e) Authority to Operate. The Contractor shall not input, store, process, output, and/or transmit sensitive information within a
Contractor IT system without an Authority to Operate (ATO) signed by the Headquarters or Component CIO, or designee, in
consultation with the Headquarters or Component Privacy Officer. Unless otherwise specified in the ATO letter, the ATO is
valid for three (3) years. The Contractor shall adhere to current Government policies, procedures, and guidance for the
Security Authorization (SA) process as defined below.

(1) Complete the Security Authorization process. The SA process shall proceed according to the DHS Sensitive Systems
Policy Directive 4300A (Version 11.0, April 30, 2014), or any successor publication, DHS 4300A Sensitive Systems Handbook
(Version 9.1, July 24, 2012), or any successor publication, and the Security Authorization Process Guide including templates.

(i) Security Authorization Process Documentation. SA documentation shall be developed using the Government provided
Requirements Traceability Matrix and Government security documentation templates. SA documentation consists of the
following: Security Plan, Contingency Plan, Contingency Plan Test Results, Configuration Management Plan, Security
Assessment Plan, Security Assessment Report, and Authorization to Operate Letter. Additional documents that may be
required include a Plan(s) of Action and Milestones and Interconnection Security Agreement(s). During the development of SA
documentation, the Contractor shall submit a signed SA package, validated by an independent third party, to the COR for
acceptance by the Headquarters or Component CIO, or designee, at least thirty (30) days prior to the date of operation of the
IT system. The Government is the final authority on the compliance of the SA package and may limit the number of
resubmissions of a modified SA package. Once the ATO has been accepted by the Headquarters or Component CIO, or
designee, the Contracting Officer shall incorporate the ATO into the contract as a compliance document. The Government's
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acceptance of the ATO does not alleviate the Contractor's responsibility to ensure the IT system controls are implemented
and operating effectively.

(ii) Independent Assessment. Contractors shall have an independent third party validate the security and privacy controls in
place for the system(s). The independent third party shall review and analyze the SA package, and report on technical,
operational, and management level deficiencies as outlined in NIST Special Publication 800-53 Security and Privacy Controls
for Federal Information Systems and Organizations. The Contractor shall address all deficiencies before submitting the SA
package to the Government for acceptance.

(iii) Support the completion of the Privacy Threshold Analysis (PTA) as needed. As part of the SA process, the Contractor may
be required to support the Government in the completion of the PTA. The requirement to complete a PTA is triggered by the
creation, use, modification, upgrade, or disposition of a Contractor IT system that will store, maintain and use PIl, and must be
renewed at least every three (3) years. Upon review of the PTA, the DHS Privacy Office determines whether a Privacy Impact
Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications thereto, are required. The
Contractor shall provide all support necessary to assist the Department in completing the PIA in a timely manner and shall
ensure that project management plans and schedules include time for the completion of the PTA, PIA, and SORN (to the
extent required) as milestones. Support in this context includes responding timely to requests for information from the
Government about the use, access, storage, and maintenance of Pll on the Contractor's system, and providing timely review
of relevant compliance documents for factual accuracy. Information on the DHS privacy compliance process, including PTAs,
PIAs, and SORNS, is accessible at http://www.dhs.gov/privacy-compliance.

(2) Renewal of ATO. Unless otherwise specified in the ATO letter, the ATO shall be renewed every three (3) years. The
Contractor is required to update its SA package as part of the ATO renewal process. The Contractor shall update its SA
package by one of the following methods:

(1) Updating the SA documentation in the DHS automated information assurance tool for acceptance by the Headquarters or
Component CIO, or designee, at least 90 days before the ATO expiration date for review and verification of security controls;
or

(2) Submitting an updated SA package directly to the COR for approval by the Headquarters or Component CIO, or designee,
at least 90 days before the ATO expiration date for review and verification of security controls. The 90 day review process is
independent of the system production date and therefore it is important that the Contractor build the review into project
schedules. The reviews may include onsite visits that involve physical or logical inspection of the Contractor environment to
ensure controls are in place.

(3) Security Review. The Government may elect to conduct random periodic reviews to ensure that the security requirements
contained in this contract are being implemented and enforced. The Contractor shall afford DHS, the Office of the Inspector
General, and other Government organizations access to the Contractor's facilities, installations, operations, documentation,
databases and personnel used in the performance of this contract. The Contractor shall, through the Contracting Officer and
COR, contact the Headquarters or Component CIO, or designee, to coordinate and participate in review and inspection
activity by Government organizations external to the DHS. Access shall be provided, to the extent necessary as determined
by the Government, for the Government to carry out a program of inspection, investigation, and audit to safeguard against
threats and hazards to the integrity, availability and confidentiality of Government data or the function of computer systems
used in performance of this contract and to preserve evidence of computer crime.

(4) Continuous Monitoring. All Contractor-operated systems that input, store, process, output, and/or transmit sensitive
information shall meet or exceed the continuous monitoring requirements identified in the Fiscal Year 2014 DHS Information
Security Performance Plan, or successor publication. The plan is updated on an annual basis. The Contractor shall also store
monthly continuous monitoring data at its location for a period not less than one year from the date the data is created. The
data shall be encrypted in accordance with FIPS 140-2 Security Requirements for Cryptographic Modules and shall not be
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stored on systems that are shared with other commercial or Government entities. The Government may elect to perform
continuous monitoring and IT security scanning of Contractor systems from Government tools and infrastructure.

(5) Revocation of ATO. In the event of a sensitive information incident, the Government may suspend or revoke an existing
ATO (either in part or in whole). If an ATO is suspended or revoked in accordance with this provision, the Contracting Officer
may direct the Contractor to take additional security measures to secure sensitive information. These measures may include
restricting access to sensitive information on the Contractor IT system under this contract. Restricting access may include
disconnecting the system processing, storing, or transmitting the sensitive information from the Internet or other networks or
applying additional security controls.

(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government or operating
systems containing sensitive information shall comply with Federal reporting requirements. Annual and quarterly data
collection will be coordinated by the Government. Contractors shall provide the COR with requested information within three
(3) business days of receipt of the request. Reporting requirements are determined by the Government and are defined in the
Fiscal Year 2014 DHS Information Security Performance Plan, or successor publication. The Contractor shall provide the
Government with all information to fully satisfy Federal reporting requirements for Contractor systems.

(f) Sensitive Information Incident Reporting Requirements.

() All known or suspected sensitive information incidents shall be reported to the Headquarters or Component Security
Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems Handbook Incident
Response and Reporting requirements. When notifying the Headquarters or Component SOC, the Contractor shall also notify
the Contracting Officer, COR, Headquarters or Component Privacy Officer, and US-CERT using the contact information
identified in the contract. If the incident is reported by phone or the Contracting Officer's email address is not immediately
available, the Contractor shall contact the Contracting Officer immediately after reporting the incident to the Headquarters or
Component SOC. The Contractor shall not include any sensitive information in the subject or body of any e-mail. To transmit
sensitive information, the Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant
encryption methods to protect sensitive information in attachments to email. Passwords shall not be communicated in the
same email as the attachment. A sensitive information incident shall not, by itself, be interpreted as evidence that the
Contractor has failed to provide adequate information security safeguards for sensitive information, or has otherwise failed to
meet the requirements of the contract.

(2) If a sensitive information incident involves Pl or SPII, in addition to the reporting requirements in 4300A Sensitive Systems
Handbook Incident Response and Reporting, Contractors shall also provide as many of the following data elements that are
available at the time the incident is reported, with any remaining data elements provided within 24 hours of submission of the
initial incident report:

(i) Data Universal Numbering System (DUNS);

(ii) Contract numbers affected unless all contracts by the company are affected;

(iii) Facility CAGE code if the location of the event is different than the prime contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management (address, position,
telephone, email);
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(v) Contracting Officer POC (address, telephone, email);

(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network;

(viii) Government programs, platforms or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor and subcontractor
level;

(xii) Description of the Government PII and/or SPII contained within the system;

(xiif) Number of people potentially affected and the estimate or actual number of records exposed and/or contained within the
system; and

(xiv) Any additional information relevant to the incident.

(9) Sensitive Information Incident Response Requirements.

(1) All determinations related to sensitive information incidents, including response activities, notifications to affected
individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in writing by the Contracting
Officer in consultation with the Headquarters or Component CIO and Headquarters or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government to be required to
ensure an effective incident response, including providing all requested images, log files, and event information to facilitate
rapid resolution of sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not limited to, the following:

(i) Inspections,

(i) Investigations,
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(iii) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or third-party firms to
aid in incident response activities.

(h) Additional PIl and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided in the
Contractor IT system at the time of the sensitive information incident not later than 5 business days after being directed to
notify individuals, unless otherwise approved by the Contracting Officer. The method and content of any notification by the
Contractor shall be coordinated with, and subject to prior written approval by the Contracting Officer, in consultation with the
Headquarters or Component Privacy Officer, utilizing the DHS Privacy Incident Handling Guidance. The Contractor shall not
proceed with notification unless the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer,
has determined in writing that notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor regarding any resulting
notification, the notification method may consist of letters to affected individuals sent by first class mail, electronic means, or
general public notice, as approved by the Government. Notification may require the Contractor's use of address verification
and/or address location services. At a minimum, the notification shall include:

(i) A brief description of the incident;

(i) A description of the types of PIl and SPII involved,;

(iii) A statement as to whether the PII or SPII was encrypted or protected by other means;

(iv) Steps individuals may take to protect themselves;

(v) What the Contractor and/or the Government are doing to investigate the incident, to mitigate the incident, and to protect
against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.

(i) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the Contractor may
be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or
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(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or resided in the
Contractor IT system at the time of the sensitive information incident for a period beginning the date of the incident and
extending not less than 18 months from the date the individual is notified. Credit monitoring services shall be provided from a
company with which the Contractor has no affiliation. At a minimum, credit monitoring services shall include:

(i) Triple credit bureau monitoring;

(i) Daily customer service;

(iii) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:

(i) A dedicated telephone number to contact customer service within a fixed period;

(i) Information necessary for registrants/enrollees to access credit reports and credit scores;

(iii) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call center staff and
must be resolved by call center management or DHS, as appropriate), and other key metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as appropriate;

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the Headquarters or Component
Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution representatives for credit
monitoring assistance.

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As part of contract
closeout, the Contractor shall submit the certification to the COR and the Contracting Officer following the template provided
in NIST Special Publication 800-88 Guidelines for Media Sanitization.

(End of clause)

3017.9001b:FORESEEABLE COST FACTORS PERTAINING TO DIFFERENT SHIPYARD
Foreseeable Costs:
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The Contracting Officer will evaluate certain foreseeable costs to the Coast Guard. Those costs will vary based on the
location of the contractor's shipyard and are added to the contractor's overall bid price or price quote for the purposes of
evaluation only. These elements of foreseeable costs consist of the following:

LOCATION OF CONTRACTOR'S SHIPYARD

In order for the Contracting Officer to evaluate certain foreseeable costs to the Coast Guard, the contractor is required to
provide, in the space below, the exact name and location of the shipyard to be used to perform the services required under
this solicitation. The contractor is cautioned that its failure to provide the name and location of its shipyard in the space
provided below may result in its quote being declared nonresponsive under the terms of a Request for Quote.

Name and Location of the Contractor's Shipyard:
FORESEEABLE COST FACTORS PERTAINING TO DIFFERENT SHIPYARD LOCATIONS

In addition to other evaluation factors for award that may be listed in this solicitation, the Contracting Officer will evaluate
certain foreseeable costs to the Coast Guard. Those costs will vary based on the location of the contractor's shipyard and
are added to the contractor's overall quote for the purposes of evaluation only. These elements of foreseeable costs consist
of the following:

(1) Transit Cost:

i. Vesse operational cost will be calculated based on one round trip from the vessel's homeport of Pensacola, FL to
the contractor's facility. Distance will be based on the NOAA publication, "Distance Between U.S. Ports' or other
authority (in order of priority), including Army Corp of Engineers or U.S. Navy transit publications, if the
shipyard location is not contained in the NOAA publication.

ii. Transit cost to navigate the vessel between its homeport and the contractor's offered place of performanceis
$75.91 per nautical mile. The number of nautical miles to transit between the contractor's shipyard and the vessel's
homeport will be multiplied by the operational cost.

(2) Family Separation Allowance: Crew members with dependents residing within the area of the homeport are entitled to
Family Separation Allowance whenever avessel is overhauled outside of the area of the homeport. The area of the
homeport is defined as the area within 50 road miles of the homeport. If the contractor's facility is outside of a 50-road
mile radius of the vessel's homeport—

i. Family Separation Allowance for zero (0) personnel in accordance with Family Separation Allowance
listed under DFAS.mil; Pay & Allowance; Family Separation Allowance for zero (0) crew members
entitled to Family Separation Allowance. This entitlement is calculated from the 31st day of the
availability until the planned date of completion.

3) Travel and Per Diem Cost: If the contractor's facility is outside of a 50-road mile radius of the vessel's
homeport—

i. COR Homeport Travel: There will be atransportation cost for one (1) Contracting Officer's Representative (COR)
for twelve (12) round trip(s) between the contractor's offered place of performance and the COR's official duty
station at the cost of coach-type airfare. The COR's duty station is 1001 S Seaside Ave, San Pedro, CA 90731.

ii. Therewill beaper diem expense for seventy (70) calendar days to support one (1) COR and seventy-seven (77)
crew members whilein the city of the place of contract performance, to be determined in accordance with the Joint
Federal Travel Regulations (JFTR). The cost of car rental for the estimated performance period will also be
included.

ii. Therewill be atransportation cost for one (1) Contracting Officer for three (3) days round trip(s) between the
Contracting Officer's official duty station, Norfolk, VA, and the contractor's offered place of performance at the
cost of coach-type airfare, plus per diem expenses and arental car.

(End of clause)
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3052.212-70 CONTRACT TERMS AND CONDITIONS APPLICABLE TO DHS ACQUISITION OF
COMMERCIAL ITEMS (JULY 2023)

The Contractor agrees to comply with any provision or clause that is incorporated herein by reference to implement agency
policy applicable to acquisition of commercial items or components. The provision or clause in effect based on the applicable
regulation cited on the date the solicitation is issued applies unless otherwise stated herein. The following provisions and
clauses are incorporated by reference: [The Contracting Officer should either check the provisions and clauses that apply or
delete the provisions and clauses that do not apply from the list. The Contracting Officer may add the date of the provision or
clause if desired for clarity.]
(a) Provisions.

3052.216-70 Evaluation of Offers Subject to An Economic Price Adjustment Clause.

3052.219-72 Evaluation of Prime Contractor Participation in the DHS Mentor Protégé Program.

3052.247-70 F.0.B. Origin Information.

Alternate |

Alternate Il

3052.247-71 F.0.B. Origin Only.

3052.247-72 F.0.B. Destination Only.
(b) Clauses.

3052.203-70 Instructions for Contractor Disclosure of Violations.

X 3052.204-71 Contractor Employee Access.

Alternate |

Alternate Il

3052.204—-72 Safeguarding of Controlled Unclassified Information.

Alternate |

3052.204—-73 Notification and Credit Monitoring Requirements for Personally Identifiable Information Incidents."
X 3052.205-70 Advertisement, Publicizing Awards, and Releases.

Alternate |

3052.209-72 Organizational Conflicts of Interest.

3052.209-73 Limitation on Future Contracting.
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3052.215-70 Key Personnel or Facilities.
3052.216-71 Determination of Award Fee.
3052.216-72 Performance Evaluation Plan.
3052.216-73 Distribution of Award Fee.
X 3052.217-91 Performance. (USCG)
X 3052.217-92 Inspection and Manner of Doing Work. (USCG)
X 3052.217.93 Subcontracts. (USCG)
X 3052.217.94 Lay Days. (USCG)
X 3052.217-95 Liability and Insurance. (USCG)
X 3052.217-96 Title. (USCG)
X 3052.217.97 Discharge of Liens. (USCG)
X 3052.217-98 Delays. (USCG)
X 3052.217-99 Department of Labor Safety and Health Regulations for Ship Repair. (USCG)
X 3052.217-100 Guarantee. (USCG)
3052.219-71 DHS Mentor Protégé Program.
X 3052.228-70 Insurance.
3052.228-90 Notification of Miller Act Payment Bond Protection. (USCG)
3052.228-91 Loss of or Damage to Leased Aircraft. (USCG)
3052.228.92 Fair Market Value of Aircraft. (USCG)
3052.228-93 Risk and Indemnities. (USCG)
3052.236-70 Special Provisions for Work at Operating Airports.
X 3052.242-72 Contracting Officer's Representative.
(End of clause)
3052.223-70 REMOVAL OR DISPOSAL OF HAZARDOUS SUBSTANCES - APPLICABLE LICENSES
AND PERMITS (JUN 2006)
The Contractor shall have all licenses and permits required by Federal, state, and local laws to perform hazardous
substance(s) removal or disposal services. If the Contractor does not currently possess these documents, it shall obtain all

requisite licenses and permits within 5 days after date of award. The Contractor shall provide evidence of said documents to
the Contracting Officer or designated Government representative prior to commencement of work under the contract.

(End of clause)

52.203-17 (Deviation) CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS (April 2024) (DHS-USCG
DEVIATION 14-01, Revision 1)

(a) This contract and employees working on this contract will be subject to the whistleblower rights and remedies established
at 10 U.S.C. 4701 and Homeland Security Acquisition Regulation (HSAR) 3.900 (DEVIATION) through 3.905 (DEVIATION).


https://www.law.cornell.edu/uscode/text/10/4701
https://www.law.cornell.edu/uscode/text/10/4701

70Z08025CMECP0016
Page 36 of 40

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce, of employee
whistleblower rights and protections under 10 U.S.C. 4701, as described in HSAR 3.900 (DEVIATION) through 3.905
(DEVIATION).

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all subcontracts.

(End of clause)

52.204-23 (DEVIATION) PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES
DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES
(DEVIATION 2020-05 Rev 3) (July 2024)

(a) Definitions.Asused in this clause-

Kaspersky Lab covered article means any hardware, software, or service that—

(1) Isdeveloped or provided by a Kaspersky Lab covered entity;
(2) Includes any hardware, software, or service developed or provided in whole or in part by a Kaspersky Lab covered
entity; or
(3) Contains components using any hardware or software developed in whole or in part by a Kaspersky Lab covered
entity.
Kaspersky Lab covered entity means—

(1) Kaspersky Lab;

(2) Any successor entity to Kaspersky Lab, including any change in name, e.g., "Kaspersky";

(3) Any entity that controls, is controlled by, or is under common control with Kaspersky Lab; or

(4) Any entity of which Kaspersky Lab has a majority ownership.
(b)Prohibition. Section 1634 of Division A of the National Defense Authorization Act for Fiscal Year 2018 (Pub. L. 115-
91) prohibits Government use of any Kaspersky Lab covered article. The Contractor is prohibited from—

(1) Providing any Kaspersky Lab covered article that the Government will use on or after October 1, 2018; and
(2) Using any Kaspersky Lab covered article on or after October 1, 2018, in the devel opment of data or deliverables
first produced in the performance of the contract.

(c)Reporting requirement.

(1)IntheeventtheContractoridentifiescoveredarticleprovidedtotheGovernmentduringcontractperformance,ortheContractoris
notifiedofsuchbyasubcontractoratanytierorbyanyothersource,theContractorshallreport,inwriting,via email,totheContracting
Officer,ContractingOfficer'sRepresentative,andtheEnterpriseSecurityOperationsCenter(SOC)atNDAAIncidents@hg.dhs.gov,
withrequiredinformationin thebodyoftheemail.InthecaseoftheDepartmentofDefense,theContractorshallreportto thewebsiteat
https://dibnet.dod.mil.Forindefinitedeliverycontracts,theContractorshallreporttotheEnterpriseSOC,ContractingOfficerforthe
indefinitedelivery contractandtheContractingOfficer(s) and Contracting Officer's Representative(s)foranyaffected order or,inthe
caseoftheDepartment ofDefense,identifyboth theindefinite deliverycontract and anyaffectedorders inthe report provided athttps
:/[dibnet.dod.mil.

(2) The Contractor shallreport thefollowing information pursuant to paragraph (c)(1) of this clause:

(i) Within3business daysfromthedateof suchidentificati onornotificati on:thecontractnumber;theorder
number(s),ifapplicable;supplier name;brand;modelnumber (Original EquipmentManufacturer (OEM)
number,manufacturerpartnumber,orwhol esaler number);item description;and anyreadilyavailable
information about mitigation actions undertaken orrecommended.

(i) Within10business days of submittingthereportpursuanttoparagraph (c)(1)ofthisclause: anyfurther
available information aboutmitigationactionsundertaken orrecommended.| naddition,theContractor
shalldescribe theeffortsitundertook toprevent useorsubmission of aK aspersky Lab coveredarticle,any
reasonsthat |edtotheuseorsubmission oftheK aspersky Lab coveredarticle,andanyadditional efforts that
willbeincorporatedtoprevent futureuseorsubmission of Kaspersky Lab coveredarticles.

(d) Subcontracts.TheContractor shall insert thesubstance ofthisclause,including thisparagraph (d),inallsubcontracts,
including subcontracts fortheacquisition ofcommercialitems.

(End of clause)
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52.204-25 (DEVIATION) PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO
SURVEILLANCE SERVICES OR EQUIPMENT (DEVIATION 2020-05)(DEC 2020)

(a)Definitions. As used in this clause—

"Backhaul" means intermediate links between the core network, or backbone network, and the small subnetworks at
the edge of the network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be
wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

"Covered foreign country” means The People's Republic of China.

"Covered telecommunications equipment or services" means—

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any
subsidiary or affiliate of such entities);

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the
Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal Bureau
of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

"Critical technology" means—

(1) Defense articles or defense services included on the United States Munitions List set forth in the International
Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VIl of title 15, Code of Federal Regulations, and
controlled-

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and
biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(i) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology
covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy
activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to
export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such
Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of
2018 (50 U.S.C. 4817).

"Interconnection arrangements” means arrangements governing the physical connection of two or more networks to
allow the use of another's network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of
telephone provider A to a customer of telephone company B) or sharing data and other information resources.

"Reasonable inquiry" means an inquiry designed to uncover any information in the entity's possession about the
identity of the producer or provider of covered telecommunications equipment or services used by the entity that
excludes the need to include an internal or third-party audit.

"Roaming" means cellular communications services (e.g., voice, video, data) received from a visited network when
unable to connect to the facilities of the home network either because signal coverage is too weak or because traffic
is too high.

"Substantial or essential component" means any component necessary for the proper function or performance of a
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piece of equipment, system, or service.

(b)Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2019, from procuring or obtaining, or
extending or renewing a contract to procure or obtain, any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system. The Contractor is prohibited from providing to the Government any equipment,
system, or service that uses covered telecommunications equipment or services as a substantial or essential
component of any system, or as critical technology as part of any system, unless an exception at paragraph (c) of
this clause applies or the covered telecommunication equipment or services are covered by a waiver described in
FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year 2019 (Pub. L.
115-232) prohibits the head of an executive agency on or after August 13, 2020, from entering into a contract, or
extending or renewing a contract, with an entity that uses any equipment, system, or service that uses covered
telecommunications equipment or services as a substantial or essential component of any system, or as critical
technology as part of any system, unless an exception at paragraph (c) of this clause applies or the covered
telecommunicationequipment or services are covered by a waiver described in FAR 4.2104. This prohibition applies
to the use of covered telecommunications equipment or services, regardless of whether that use is in performance of
work under a Federal contract.

(c)Exceptions. This clause does not prohibit contractors from providing—

(1)A service that connects to the facilities of a third-party, such as backhaul, roaming, or interconnection
arrangements; or

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit visibility into any user data
or packets that such equipment transmits or otherwise handles.

(d)Reporting requirement.

(1) In the event the Contractor identifies covered telecommunications equipment or services used as a substantial or
essential component of any system, or as critical technology as part of any system, during contract performance, or
the Contractor is notified of such by a subcontractor at any tier or by any other source, the Contractor shall report the
information in paragraph (d)(2) of this clause in writing via email to the Contracting Officer, Contracting Officer's
Representative, and the Network Operations Security Center (NOSC) at NDAA_Incidents@hg.dhs.gov, with required
information in the body of the email. In the case of the Department of Defense, the Contractor shall report to the
website at https://dibnet.dod.mil. For indefinite delivery contracts, the Contractor shall report to the NOSC,
Contracting Officer for the indefinite delivery contract and the Contracting Officer(s) and Contracting Officer's
Representative(s) for any affected order or, in the case of the Department of Defense, identify both the indefinite
delivery contract and any affected orders in the report provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause

(i) Within one business day from the date of such identification or notification: the contract number; the order
number(s), if applicable; supplier name; supplier unique entity identifier (if known); supplier Commercial and
Government Entity (CAGE) code (if known); brand; model number (original equipment manufacturer
number, manufacturer part number, or wholesaler number); item description; and any readily available
information about mitigation actions undertaken or recommended.

(i) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: any further
available information about mitigation actions undertaken or recommended. In addition, the Contractor shall
describe the efforts it undertook to prevent use or submission of covered telecommunications equipment or
services, and any additional efforts that will be incorporated to prevent future use or submission of covered
telecommunications equipment or services.

(e)Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e)and excluding paragraph
(b)(2), in all subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial items.

(End of clause)
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52.217-7 (DEVIATION):OPTION FOR INCREASED QUANTITY-SEPARATELY PRICED LINE ITEM (DEVIATION 24-05)
(July 2024)

The Government may require the delivery of the numbered line item, identified in the Schedule as an option item, in the
quantity and at the price stated in the Schedule. The Contracting Officer may exercise the option by written notice to the
Contractor one (1) day prior to the option commencement. Delivery of added items shall continue at the same rate that like
items are called for under the contract, unless the parties otherwise agree. Performance of added services shall comply with
the requirements identified in the Schedule.

(End of clause)

52.244-6 (DEVIATION) SUBCONTRACTS FOR COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (FEB
2025) (DEVIATION 25-01)

(a) Definitions. As used in this clause—

Commercial product, commercial service and commercially available off-the-shelf item have the meanings contained in
Federal Acquisition Regulation (FAR) 2.101.

Subcontract includes a transfer of commercial products or commercial services between divisions, subsidiaries, or affiliates of
the Contractor or subcontractor at any tier.

(b) To the maximum extent practicable, the Contractor shall incorporate, and require its subcontractors at all tiers to
incorporate, commercial products, commercial services, or non-developmental items as components of items to be supplied
under this contract.

(c) (1) The Contractor shall insert the following clauses in subcontracts for commercial products or commercial services:

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Nov 2021) (41 U.S.C. 3509), if the subcontract exceeds the
threshold specified in FAR 3.1004(a) on the date of subcontract award, and has a performance period of more than 120 days.
In altering this clause to identify the appropriate parties, all disclosures of violation of the civil False Claims Act or of Federal
criminal law shall be directed to the agency Office of the Inspector General, with a copy to the Contracting Officer.

(i) 52.203-15, Whistleblower Protections Under the American Recovery and Reinvestment Act of 2009 (Jun 2010) (Section
1553 of Pub. L. 111-5), if the subcontract is funded under the Recovery Act.

(iii) 52.203-17, Contractor Employee Whistleblower Rights (Nov 2023) (41 U.S.C. 4712); this clause does not apply to
contracts of DoD, NASA, the Coast Guard, or applicable elements of the intelligence community—see FAR 3.900(a).

(iv) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (Jan 2017).

(v) 52.204-21, Basic Safeguarding of Covered Contractor Information Systems (Nov 2021) , other than subcontracts for
commercially available off-the-shelf items, if flow down is required in accordance with paragraph (c) of FAR clause 52.204-21.

(vi) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab
Covered Entities (Dec 2023) (Section 1634 of Pub. L. 115-91).

(vii) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment.
(Nov 2021) (Section 889(a)(1)(A) of Pub. L. 115-232).

(viii) 52.204-27, Prohibition on a ByteDance Covered Application (Jun 2023) (Section 102 of Division R of Pub. L. 117-328).
(ix) (A) 52.204-30, Federal Acquisition Supply Chain Security Act Orders—Prohibition. (Dec 2023) ( Pub. L. 115-390, title II).
(B) Alternate | (Dec 2023) of 52.204-30.

(x) 52.219-8, Utilization of Small Business Concerns (Jan 2025) ( 15 U.S.C.637(d)(2) and (3)), if the subcontract offers further
subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the applicable
threshold specified in FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier
subcontracts that offer subcontracting opportunities.

(xi) Reserved.
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(xii) Reserved.

(xiii) 52.222-35, Equal Opportunity for Veterans (Jun 2020) (38 U.S.C.4212(a));

(xiv) 52.222-36, Equal Opportunity for Workers with Disabilities (Jun 2020)(29 U.S.C.793).
(xv) 52.222-37, Employment Reports on Veterans (Jun 2020) (38 U.S.C.4212).

(xvi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496), if flow down
is required in accordance with paragraph (f) of FAR clause 52.222-40.

(xvii) (A) 52.222-50, Combating Trafficking in Persons (Nov 2021) (22 U.S.C. chapter 78 and E.O. 13627).
(B) Alternate | (Mar 2015) of 52.222-50(22 U.S.C. chapter 78 and E.O. 13627).

(xviii) 52.222-55, Minimum Wages for Contractor Workers under Executive Order 14026 (Jan 2022), if flow down is required in
accordance with paragraph (k) of FAR clause 52.222-55.

(xix) 52.222-62, Paid Sick Leave Under Executive Order 13706 (Jan 2022) (E.O. 13706), if flow down is required in
accordance with paragraph (m) of FAR clause 52.222-62.

(xx) (A) 52.224-3, Privacy Training (Jan 2017) (5 U.S.C. 552a) if flow down is required in accordance with 52.224-3(f).

(B) Alternate | (Jan 2017) of 52.224-3, if flow down is required in accordance with 52.224-3(f) and the agency specifies that
only its agency-provided training is acceptable).

(xxi) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 862, as
amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. Subtitle A, Part V, Subpart G Note).

(xxii) 52.232-40, Providing Accelerated Payments to Small Business Subcontractors (Mar 2023) , if flow down is required in
accordance with paragraph (c) of FAR clause 52.232-40.

(xxiii) 52.240-1, Prohibition on Unmanned Aircraft Systems Manufactured or Assembled by American Security Drone Act-
Covered Foreign Entities (Nov 2024) (Sections 1821-1826, Pub. L. 118-31, 41 U.S.C. 3901 note prec.).

(xxiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Nov 2021) (46 U.S.C. 55305 and 10
U.S.C.2631), if flow down is required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor may flow down to subcontracts for commercial products or commercial services a
minimal number of additional clauses necessary to satisfy its contractual obligations.

(d) The Contractor shall include the terms of this clause, including this paragraph (d), in subcontracts awarded under this
contract.

(End of clause)
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