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CLAUSES INCORPORATED BY FULL TEXT 

G-232-H002 PAYMENT INSTRUCTIONS (NAVSEA) (FEB 2024)

Payment office allocation methods can be found in the table at DFARS PGI 204.7108(b)(2) 
(https://www.acq.osd.mil/dpap/dars/pgi/pgi_htm/current/PGI204_71.htm#payment_instructions). 

(End of Text) 

52.203-13    CONTRACTOR CODE OF BUSINESS ETHICS AND CONDUCT (NOV 2021) 

(a) Definitions. As used in this clause--

Agent means any individual, including a director, an officer, an employee, or an independent Contractor, authorized 
to act on behalf of the organization. 

Full cooperation— 

(1) Means disclosure to the Government of the information sufficient for law enforcement to identify the nature and
extent of the offense and the individuals responsible for the conduct. It includes providing timely and complete
response to Government auditors' and investigators' request for documents and access to employees with
information;

(2) Does not foreclose any Contractor rights arising in law, the FAR, or the terms of the contract. It does not require-
-

(i) A Contractor to waive its attorney-client privilege or the protections afforded by the attorney work product
doctrine; or

(ii) Any officer, director, owner, or employee of the Contractor, including a sole proprietor, to waive his or her
attorney client privilege or Fifth Amendment rights; and

(3) Does not restrict a Contractor from--

(i) Conducting an internal investigation; or
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(ii) Defending a proceeding or dispute arising under the contract or related to a potential or disclosed violation. 
 
Principal means an officer, director, owner, partner, or a person having primary management or supervisory 
responsibilities within a business entity (e.g., general manager; plant manager; head of a division or business 
segment; and similar positions). 
 
Subcontract means any contract entered into by a subcontractor to furnish supplies or services for performance of a 
prime contract or a subcontract. 
 
Subcontractor means any supplier, distributor, vendor, or firm that furnished supplies or services to or for a prime 
contractor or another subcontractor. 
 
United States means the 50 States, the District of Columbia, and outlying areas. 
 
(b) Code of business ethics and conduct. (1) Within 30 days after contract award, unless the Contracting Officer 
establishes a longer time period, the Contractor shall-- 
 
(i) Have a written code of business ethics and conduct; 
 
(ii) Make a copy of the code available to each employee engaged in performance of the contract. 
 
(2) The Contractor shall-- 
 
(i) Exercise due diligence to prevent and detect criminal conduct; and 
 
(ii) Otherwise promote an organizational culture that encourages ethical conduct and a commitment to compliance 
with the law. 
 
(3)(i) The Contractor shall timely disclose, in writing, to the agency Office of the Inspector General (OIG), with a 
copy to the Contracting Officer, whenever, in connection with the award, performance, or closeout of this contract 
or any subcontract thereunder, the Contractor has credible evidence that a principal, employee, agent, or 
subcontractor of the Contractor has committed-- 
 
(A) A violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in 
Title 18 of the United States Code; or 
 
(B) A violation of the civil False Claims Act (31 U.S.C. 3729-3733). 
 
(ii) The Government, to the extent permitted by law and regulation, will safeguard and treat information obtained 
pursuant to the Contractor's disclosure as confidential where the information has been marked “confidential” or 
“proprietary” by the company. To the extent permitted by law and regulation, such information will not be released 
by the Government to the public pursuant to a Freedom of Information Act request, 5 U.S.C. Section 552, without 
prior notification to the Contractor. The Government may transfer documents provided by the Contractor to any 
department or agency within the Executive Branch if the information relates to matters within the organization's 
jurisdiction. 
 
(iii) If the violation relates to an order against a Governmentwide acquisition contract, a multi-agency contract, a 
multiple-award schedule contract such as the Federal Supply Schedule, or any other procurement instrument 
intended for use by multiple agencies, the Contractor shall notify the OIG of the ordering agency and the IG of the 
agency responsible for the basic contract. 
 
(c) Business ethics awareness and compliance program and internal control system. This paragraph (c) does not 
apply if the Contractor has represented itself as a small business concern pursuant to the award of this contract or if 
this contract is for the acquisition of a commercial product or commercial service as defined at FAR 2.101. The 
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Contractor shall establish the following within 90 days after contract award, unless the Contracting Officer 
establishes a longer time period: 
 
(1) An ongoing business ethics awareness and compliance program. 
 
(i) This program shall include reasonable steps to communicate periodically and in a practical manner the 
Contractor's standards and procedures and other aspects of the Contractor's business ethics awareness and 
compliance program and internal control system, by conducting effective training programs and otherwise 
disseminating information appropriate to an individual's respective roles and responsibilities. 
 
(ii) The training conducted under this program shall be provided to the Contractor's principals and employees, and as 
appropriate, the Contractor's agents and subcontractors. 
 
(2) An internal control system. 
 
(i) The Contractor's internal control system shall-- 
 
(A) Establish standards and procedures to facilitate timely discovery of improper conduct in connection with 
Government contracts; and 
 
(B) Ensure corrective measures are promptly instituted and carried out. 
 
(ii) At a minimum, the Contractor's internal control system shall provide for the following: 
 
(A) Assignment of responsibility at a sufficiently high level and adequate resources to ensure effectiveness of the 
business ethics awareness and compliance program and internal control system. 
 
(B) Reasonable efforts not to include an individual as a principal, whom due diligence would have exposed as 
having engaged in conduct that is in conflict with the Contractor's code of business ethics and conduct. 
 
(C) Periodic reviews of company business practices, procedures, policies, and internal controls for compliance with 
the Contractor's code of business ethics and conduct and the special requirements of Government contracting, 
including-- 
 
(1) Monitoring and auditing to detect criminal conduct; 
 
(2) Periodic evaluation of the effectiveness of the business ethics awareness and compliance program and internal 
control system, especially if criminal conduct has been detected; and 
 
(3) Periodic assessment of the risk of criminal conduct, with appropriate steps to design, implement, or modify the 
business ethics awareness and compliance program and the internal control system as necessary to reduce the risk of 
criminal conduct identified through this process. 
 
(D) An internal reporting mechanism, such as a hotline, which allows for anonymity or confidentiality, by which 
employees may report suspected instances of improper conduct, and instructions that encourage employees to make 
such reports. 
 
(E) Disciplinary action for improper conduct or for failing to take reasonable steps to prevent or detect improper 
conduct. 
 
(F) Timely disclosure, in writing, to the agency OIG, with a copy to the Contracting Officer, whenever, in 
connection with the award, performance, or closeout of any Government contract performed by the Contractor or a 
subcontractor thereunder, the Contractor has credible evidence that a principal, employee, agent, or subcontractor of 
the Contractor has committed a violation of Federal criminal law involving fraud, conflict of interest, bribery, or 
gratuity violations found in Title 18 U.S.C. or a violation of the civil False Claims Act (31 U.S.C. 3729-3733). 
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(1) If a violation relates to more than one Government contract, the Contractor may make the disclosure to the 
agency OIG and Contracting Officer responsible for the largest dollar value contract impacted by the violation. 
 
(2) If the violation relates to an order against a Governmentwide acquisition contract, a multi-agency contract, a 
multiple-award schedule contract such as the Federal Supply Schedule, or any other procurement instrument 
intended for use by multiple agencies, the contractor shall notify the OIG of the ordering agency and the IG of the 
agency responsible for the basic contract, and the respective agencies' contracting officers. 
 
(3) The disclosure requirement for an individual contract continues until at least 3 years after final payment on the 
contract. 
 
(4) The Government will safeguard such disclosures in accordance with paragraph (b)(3)(ii) of this clause. 
 
(G) Full cooperation with any Government agencies responsible for audits, investigations, or corrective actions. 
 
(d) Subcontracts.  
 
(1) The Contractor shall include the substance of this clause, including this paragraph (d), in subcontracts that 
exceed the threshold specified in FAR 3.1004(a) on the date of subcontract award and a performance period of more 
than 120 days. 
 
(2) In altering this clause to identify the appropriate parties, all disclosures of violation of the civil False Claims Act 
or of Federal criminal law shall be directed to the agency Office of the Inspector General, with a copy to the 
Contracting Officer. 
 
(End of clause) 
 
 
 
52.222-90  ADDRESSING DEI DISCRIMINATION BY FEDERAL CONTRACTORS (APR 2026) 
(a) Definitions. As used in this clause— 
Program participation means membership or participation in, or access or admission to: training, mentoring, or 
leadership development programs; educational opportunities; clubs; associations; or similar opportunities that are 
sponsored or established by the contractor or subcontractor. 
Racially discriminatory diversity, equity, and inclusion (DEI) activities means disparate treatment based on race or 
ethnicity in the recruitment, employment (e.g., hiring, promotions), contracting (e.g., vendor agreements), program 
participation, or allocation or deployment of an entity's resources. 
(b) In connection with the performance of work under this contract, the Contractor agrees as follows: 
(1) The Contractor will not engage in any racially discriminatory DEI activities. 
(2) The Contractor will furnish all information and reports, including providing access to books, records, and 
accounts, as required by the Contracting Officer, for purposes of ascertaining compliance with this clause. 
(3) In the event of the Contractor's or a subcontractor's noncompliance with this clause, this contract may be 
canceled, terminated, or suspended in whole or in part, and the Contractor or subcontractor may be declared 
ineligible for further Government contracts. 
(4) The Contractor will report any subcontractor's known or reasonably knowable conduct that may violate this 
clause to the Contracting Officer and take any appropriate remedial actions directed by the Contracting Officer. 
(5) The Contractor will inform the Contracting Officer if a subcontractor sues the Contractor and the suit puts at 
issue, in any way, the validity of this clause. 
(6) The Contractor recognizes that compliance with the requirements of this clause are material to the Government's 
payment decisions for purposes of 31 U.S.C. 3729(b)(4). 
(c) The Contractor must include the substance of this clause, including this paragraph (c), in subcontracts at any tier, 
including those for commercial products and commercial services, for which the place of delivery or performance is 
in the United States. 
(End of clause) 
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252.204-7018  PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS  
EQUIPMENT OR SERVICES (JAN 2023) 
 
(a) Definitions. As used in this clause-- 
     
Covered defense telecommunications equipment or services means-- 
     
(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation, or any 
subsidiary or affiliate of such entities; 
     
(2) Telecommunications services provided by such entities or using such equipment; or 
     
(3) Telecommunications equipment or services produced or provided by an entity that the Secretary of Defense 
reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered 
foreign country. 
     
Covered foreign country means-- 
     
(1) The People's Republic of China; or 
     
(2) The Russian Federation. 
     
Covered missions means-- 
     
(1) The nuclear deterrence mission of DoD, including with respect to nuclear command, control, and 
communications, integrated tactical warning and attack assessment, and continuity of Government; or 
     
(2) The homeland defense mission of DoD, including with respect to ballistic missile defense. 
     
Critical technology means-- 
     
(1) Defense articles or defense services included on the United States Munitions List set forth in the International 
Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations; 
    
(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export 
Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and 
controlled-- 
    
(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological 
weapons proliferation, nuclear nonproliferation, or missile technology; or 
     
(ii) For reasons relating to regional stability or surreptitious listening; 
     
(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology 
covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy 
activities); 
     
(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating 
to export and import of nuclear equipment and material); 
     
(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such 
Code, or part 73 of title 42 of such Code; or 
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(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act 
of 2018 (50 U.S.C. 4817). 
     
Substantial or essential component means any component necessary for the proper function or performance of a 
piece of equipment, system, or service. 
    
(b) Prohibition. In accordance with section 1656 of the National Defense Authorization Act for Fiscal Year 2018 
(Pub. L. 115-91), the contractor shall not provide to the Government any equipment, system, or service to carry out 
covered missions that uses covered defense telecommunications equipment or services as a substantial or essential 
component of any system, or as critical technology as part of any system, unless the covered defense 
telecommunication equipment or services are covered by a waiver described in Defense Federal Acquisition 
Regulation Supplement 204.2104. 
     
(c) Procedures. The Contractor shall review the list of excluded parties in the System for Award Management 
(SAM) at https://www.sam.gov for entities that are excluded when providing any equipment, system, or service, to 
carry out covered missions, that uses covered defense telecommunications equipment or services as a substantial or 
essential component of any system, or as critical technology as part of any system, unless a waiver is granted. 
     
(d) Reporting. 
     
(1) In the event the Contractor identifies covered defense telecommunications equipment or services used as a 
substantial or essential component of any system, or as critical technology as part of any system, during contract 
performance, the Contractor shall report at https://dibnet.dod.mil the information in paragraph (d)(2) of this clause. 
     
(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause: 
     
(i) Within 3 business days from the date of such identification or notification: The contract number; the order 
number(s), if applicable; supplier name; brand; model number (original equipment manufacturer number, 
manufacturer part number, or wholesaler number); item description; and any readily available information  
about mitigation actions undertaken or recommended. 
     
(ii) Within 30 business days of submitting the information in paragraph (d)(2)(i) of this clause: Any further available  
information about mitigation actions undertaken or recommended. In addition, the Contractor shall describe the 
efforts it undertook to prevent use or submission of a covered defense telecommunications equipment or services, 
and any additional efforts that will be incorporated to prevent future use or submission of covered 
telecommunications equipment or services. 
     
(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e), in all 
subcontracts and other contractual instruments, including subcontracts for the acquisition of commercial products or 
commercial services. 
 
 
(End of clause) 
 
 
 
 
252.232-7006  WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (JAN 2023) 
  
(a) Definitions. As used in this clause— 
 
“Department of Defense Activity Address Code (DoDAAC)” is a six position code that uniquely identifies a unit, 
activity, or organization. 
 




